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11.5. Department of Justice

Office of Legislative Affairs

OiTice of the Azsistam Aftomey Cleneral Waskirglon, [nC FRIFH

July 1, 2005

The Honorable Arlen Specler
Chairman

Committee on the Tudiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

Enclosed please find responses o questions posed o FBI Director Robert 5.
mueller I, following Director Mueller's appearance before the Commitiee on Apnl 3,
2005. The subject of the Committee’s hearing was “Oversight of the USA PATRIOT Act.”

We hope that this information 15 helpful to you. If we may be of additional

assistance in connection with this or any other matter, we trust that you will not hesitate to
call upon us.

Sincerely,

Well: £ Wisdd

William E. Moschella
Assislant Attorney General

Enclosure

ce:  The Honorable Patrick J. Leahy
Ranking Minonty Member
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Responses of the Federal Bureaun of Investigation
Based Upon the April 5, 2005 Hearing Before
The Senate Judiciary Committee
Regarding "Oversight of the USA PATRIOT Act”

Cuestions Posed By Senator Grassley

1. Dvirector Mucller, during your testimony belore the ULS. Senate Committee on the

Judiciary on April 3, 2004 you described ways in which the USA PATRIOT Act has assisted
the FBI with its efforts in the war on terror. In particnlar, vou made reference to eriminal
enterprises frequent involvement and reliance on smuggling operations and how the sharing of
current intellivence, based on information sharing between eriminal, connterterrorism, and
counterintelligence efforts has identified corrupt foreign officials, extremist organizations, and
Negitimate and quasi-legitimate businesses actively invelved in smuggling operations.

Specifically, you stated that,

“Alien smugelers frequently nse the same voutes nsed by drog and contraband
smugglers and do not limit their smuggling to alicns, smuggling any thing or
anyone for the right price. Terrorists can take advantage of these smuggling
rontes and smuggling enterprises to enter the 1.5, and are willing to pay top
dollar to smugglers. Intelligence developed in these cases also frequently
identifies corrupt LLS. and foreign officials who facilitate smuggling activities.”

How is the Federal Bureau of Investigation (FBI) working, coordinating, and
de-condlicting with the Department of Homeland Security and other federal law enforcement
agencies with primary jurisdiction in the area of alien and contraband smuggling as not to
contribute to duplication in non-terrorist related investigations?

Response:

Information shaning is crtical in today's criminal, counterterrorism (CT), and
counterintelligence (CT) environments. In July 2004, the Human Smugglhing and
Trafficking Center (HSTC) was established in Washington, D.C. The Center is a
multi-agency venture designed to integrale, share, and disseminate intelligence
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pertaining to human smuggling and trafficking, The FB1is a full partner in the HSTC,
the basic purposes of which are to insure that human smuggling and trafficking
information is expeditiously shared, that resources are focused to disrupt and dismantle
these criminal enterprises once they are identified, and that the appropriate law
enforcement agencies are made aware of any ancillary crimes (counterfeiting, identity
theft, narcotics, ete.). The HSTC is supportive in nature, consisting primarily of:
facilitating the dissemination of intelligence; preparing strategic assessments; identifyving
issues that would benefit from enhanced interagency coordination andior attention; and
coordinating or otherwise supporting agency and interagency efforts in appropriate
cases. In order to be effective, frequent interaction between the HSTC and the various
contributing agencies is essential. To facilitate this coordination, the FBI has assigned a
Supervisory Special Agent (S5A) and an Intelligence Analyst (1A) 10 the HSTC.

These individuals share with the HSTC FBI intelligence obtained from the FBI's field
Divisions and disseminate intelligence received through the HSTC (from the ather
participaling agencies) back to these Divisions.

The FEI has also desipnated an SSA at FBI Headquarters (FBIHQ) as a point of

contact for human smuggeling and trafficking matters, This individual will imsure that all
human smuggling and trafficking matters are handled expeditiously and that all involved
agencics are fully informed and included as partners in these investigations. This
individual will also insure there is no overlap with FBI terrorism investigations and, in
the event this should occur, will mediate these matters to resolve redundancies

In addition o its participation in the HSTC, the FBI is currently working with the
Department of Homeland Security (DHS) to complete a Memorandum of
Understanding (MOU) which delineates investigative cooperation, intclligence
sharing/dissemination, and other pertinent policies and procedures m smuggling
investigations. This MO is not designed to delineate each agency’s responsibilitics,
but to foster better information sharing and increased interagency cooperation and
coordination.
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1. Besides the Joint Terrorism Task Forces (JTTFs), what specific “joint endeavers™ does
TFOS participate in with the Department of Homeland Security and the Department of the
Treasury?

Response:

In addition 1o the Joimt Temonism Task Forces (JTTFs), the FBI's Terronst Financing
Operations Section (TFOS) participates with DHS and the Treasury Department in several key
joint endeavors to combat texronism financing  These mchode the followmng.

- The Foreign Terrorist Asset Targeting Group (FTAT-G) operates as parnt of the
Mational Secunty Council’s (NSC's) Office of Combating Terronsm. Pursuant 1o the
NSC's November 2004 “Restructuring Plan™ and as agreed by the agencies
participating in the Terronst Finance Policy Coordinating Commuittee (TF PCC), the
FTAT-G is led by a management team that includes the FBI (serving as Director) and
DHS's Immigration and Customs Enforcement (ICE) (serving as Deputy Director).
Established in 2002 to replace the Foreign Terronst Asset Trackmg Center, the FTAT-
G also includes representatives of the Department of Treasury (Treasury), the
Department of State (IMOS), and other agencics in the Umited States Intelligence
Commamity (USIC). The FTAT-G collects, coordinates, and synthesizes miclhigence
on selected targets to support the deliberations of the TF PCC, which coordinates
government efforts 1o wdentify, priontize, assess, and assist foreign governments”
financial systems that are vulnerable to terronst exploitation.

. United States Government's participation in Financial Action Task Forces (FATFs) 15
coordinated by Treasury's Office of Temronsm and Financial Intellipence, and mcludes
the FBI's participation in FATFs and FATF-Style Regional Bodies (FSREBs)
worldwide. Through this pasticipation, the FBI can integrate the Treasury designation
process, and the many other tools avaslable in the war on taTorsm financing, m their
mveshgahive efforts. The FBI also coordinates directly with Treasury's Financial
Crimes Enforcement Network (FinCEN) for the purpose of data explostation in
lerrorism financing matters,

. Additionally, the FBI is active in ad hoc groups, chaired by Treasury, DHS, or the FBI,
dealing with regional termorism financing issues, methods of terronist financing, and value
transfer systems. (M particular note 15 a current FEUVDHS Mreasury working group that
focuses on the identification of the Informal Value Transfer System (TVTS) structure in
the United States and how I'VTSs are used to transfer moncy i and out of the Umited
States.

These responses are curvenl as of 472993,
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3. How is non-terrorist related information, which is developed by the FBI pursuant to
terrorism related initiatives, lunneled to other federal law enforcement agencies in order to
avoid redundancy and overlap in non-terrorist related criminal investigations?

Response:

Mon-terronst related imformation that may be developed in the course of terrorism

investigations is first evaluated to determine whether it may predicate a criminal investigation. 1f
it does, and if the information warrants a joint investigation with another federal Faw

enforcement agency, the information is passed to that agency through the ITTFs established
within each FBI Field Office, and a joint investigation is undertaken. If the information appears
to be solely within the junisdiction of another federal law enforcement agency, the information is
passed to that agency for 1ts action. The same procedures are used to communicate with
stateflocal law enforcement officials when the information imdicates a non-federal crime

4. How many non-terrorism related investigations and or investigative leads has the FRI
farmed-out to other federal law enforcement agencies with primary jurisdiction in specific non-
terrerism related crimes (i.c. alien smuggling, contraband smuggling, export control,
counterfeiting, identity theft, ete)?

Response:

The FBI does not collect information on the number of investigative referrals macde 1o other
agencies. However, the FBI is cognizant that information received by the FBI may be of
critical interest to other government agencies and/or local law enforcement organizations. The
FEI dizseminates appropriate information to any federal, state, or local povernment andior law
enforcement agency connected with a criminal or intelligence investigation. Although FRI
records do not identify the agency receiving the information, the program andior criminal
activity involved, or the outcome of such referrals, the estimated criminal intelligence
disseminations by Fiscal Year (FY) are as follows (these totals reflect the documents uploaded
into the FBI's Automated Case Support system).

- FY 2001 - 8,387

FY 2002 - 7,461
: FY 2003 - 7,477
. FY 2004 - 8,148
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5. I'ursuant to the Terrorism Financing Memorandum of Agreement (MOA) signed between
the DOV and DHS in May 2003, the FBI was mandated to wage a seamless, coordinated
campaign against terrorist sources of nancing. However, I am concerned that the infighting
with other agencies, including DHS, continues to impede our ability to halt terrorist financing.

a. How exactly has the FBI's ability to investigate and combat terrorism financing
improved since that time? How many terrorism tinancing cases has the FBI successiully
prosecuted since the signing of the MOA?

Response:

Smce the Memorandum of Agreement (MOA) was signed, TFOS has strengthened s
terrorism financing imvestigative efforts through enhanced analytic capabilities, improved
coordination ameng FBI ficld offices and with cur state/local pariners, and expanded data
exploitation.

Since 2003, the number of ITTFs has increased from 73 to the current total of 103 nationwide.
The JTTFs allow FBI and DHS personnel to work side by side on a daily basis. In additien,
TFOS has estabhished Terronist Financing Coordinators in the FBI's field offices where the
ITTFs are located. These Coordinators are specifically tasked with determining the most
efficient and effective means of leveraging our joint resources to deter terrorist financing. To
further enhance these efforts, TFOS plans to provide on-site terrorist financing training at each
ficld office by the end of calendar year 2005

At FBIFQ, TFUS has established the Proactive Data Exploitation Unit (PDEU), a specialized
team of Special Agents (SAs) and analysts who use advanced technology and data exploitation
lechniques to provide both reactive and proactive support to terrorism and terrorist financing
mvestigations. As discussed further in response to Question 9c, below, PDEU has led an cffort
to expand the data available through the FBI's Investigative Data Warchouse (IDW). -

According to figures provided by the Department of Justice (DOT), 21 1).5. Districis are
actively pursuing material support charges in 96 CT investigations. To date, 395 indictments
related to terronsm have been brought, leading 1o 212 guilty pleas or convictions. DOJ does
not differentiate terrorism cases based on financing issues from other terrorism cases, because
there is a financial component to most terrorism investigations and prosecutions.

Fhese responses are cyrvent gz of 42905
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b. How has the FRBI taken advantage of and preserved ICE’s expertise and
capabilities, to farther promote the U5, Government's federal law enforcement campaign
against terrorism financing? What initiatives and measures has the FBI undertaken, since
the signing of the MOA, to recruit, train, and retain legacy Customs Agents?

Response:

To foster the posilive working relatvonship between senior ICE management and the FBI, the
JTTF program has invited DHS’s law eaforcement components to join any JTTF, particularly
encouragmg DHSICE semor management to facihitate the participation of legacy Customs
agents m the JTTFs in order 10 gan the mvestigative expertise they have acquired through their
years of conducting customs investigations. By successfully incorporating these semor ICE
mvestigators into the JTTYs, both agencies” investigations are more cflicient and elfective.

The success of the MOA is best evidenced by the fact that 311 ICE Agents have since been
assigned to the JTTFs and continue their terrorism financing work in those positions.  For
cxample, former Customs Service "Operabion Green Quest™ cnminal cases with a nexus o
tamonsm were ransitioned to appropriate JTTFs and the pamicipating ICE ITTF members
continue to play sigmificant roles in the mvestigabion, incleding as lead case agents. ICE
mvestigabons that develop links to terronsm will continue 10 be refared 1o the FBI through
TFOS, and ICE and TFOS will continue to coordinate investigati ve initiatives to identify
financial system vulnerabilities and links to terrorist financing and terrorism.

6. Tt is my nnderstanding that there is considerable in-fighting between TS and
Intermational Tervorist Operations Section (I'TOS) which is hindering the FBI's ability to
effectively combat international terrorist financing. What is the FBI doing 1o resolve these
problems and coordinate their operations?

Response

TFOS and the two International Terronst Operations Sections (ITOS | and 1) work together
seamlessly, on a daily basis, in every aspect of CT investigations to successfully combat
international terrorism.  Both TFOS and 1TOS have personnel embedded in Integrated Threat
Teams, which enhances the FBI's integrated, tean approach to the war on terrorism. Any
questions concerning the allocation of responsibilitics are resolved by senior Counterterronism
Division (CTD) officials. Every FBI cmployee is aware of the importance of the work we do
on behalf of the American people, and cvery part of the FBI, including all units within CTD,
works diligently to coninbete 10 the war on terrornsmy It is clear to all FBI employees that there
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is no room for in-fighting and that the decisions made by senior managers are in the best interest
of the FI31’s war on terronism, net 1 the interest of any particular section or unit,

7. Given the fact that there has been only a limited nnmber of convictions related to terrorism
and the difficulty in proving Title 18 US.C. 2339A and 23398 (providing Material Support to
terrorists), how has the FBI utilized and pursued other powerlul criminal statutes nnder the
TSA PATRIOT Act, Title 31 Bank Secrecy Act: and, specifically, Title 18 U.5.C. 931, 982,
1956, 1957 & 1960 in making a comprehensive and coordinated effort to stop tervorism and
the flow of money to terrorist and the networks that sapport them?

Response:

In carrying out its CT mission, the FBI utilizes all available statutory authorities. The JTTFs
have been able to harness the investigative knowledge of ther agents, investigators, and

analysts to fully employ the anthorities provided by Congress to pursue terrorist organizations.
The state and local faw enforcement officials assigned to the T Trs bong addiional investigative
resources that would otherwise be unavailable to the Tederal effort.

For example, on 2117705, a federal grand jury in BEugene, Oregon, returned a three count
indictment against the 1).5. branch of the Al-Haramain Islamic Foundation, lnc. (AHIF) and
two of its officers. The indictment inchudes violations of 18 1LS.C. § 371 {conspiracy (o
defrand the United States), 26 11.85.C, § 7206(1) (false IRS return by a tax exempt

orgamzation) and 31 US.C.§ 5316(a)(1)(A) (failure to file report of international

transportation of currency or monetary instrument). The indictment charges that the individual
defendants conspired with the U5, branch of the AHIF to defraud the 1158, Government by
obtainime $150,000 in funds intended for distribution to mujahideen in Chechnya, later
concealing their intent by filing a false tax return, and subsequently failing to acknowledge they
were transporting the funds out of the United States. If convieled, the two individual defendants
may be senlenced to up to 8 and 10 years in poson.  The mdiciment also secks a forfeiture of
5130,000 by the VLS. branch of the AHIF. This investigation was conducted jointly by cniminal
mvestigators in the Internal Revenue Service, ICE, and the FBI

These respenzes are cirvent as of /29403
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8. How has the FRI implemented a coordinated law enforcement strategy with other federal,
state, and local law enforcement agencies to combat the illicit flow of cash leaving the U5
and, altimately, funding terrorist and criminal organizations?

Response:

The JTTFs are the primary method by which the FBI coordinates the law enforcement strategy
to identify and stop the financing of terrorizm and other cnminal enterprises, using the
capabilities of the participating law enforcement and intelligence agencies (o quickly focus
critical assets in order to fully investigate illegal financing schemes

In addition 1o the coordination capability afforded by the JTTFs, FBI officials participate in
regular mectings with their counterpans i other federal agencies at vanous kevels, fostenng
mnira-governmental hason relatonships thai facihiate the jomnt cffort o detect and disrupt plans
to finance terronsm and other ciminal activines. With speaific respect o taronst financing,
TFUS continues 1o expand its cxisting relationships in the fiaanGal socdlor and io develop new
sources of mformation m financial and other business entimes, both formal and miformal,
mcluding traditional financial institutions, debit and credit card companies, and money services
businesses. In order to maximize the contmbutiong of the FBI's law enforcement pariners, the
FBI provides training on a vanety of topics (including terronsm financing) to federal, state, and
local law enforcement agencies though National Academy courses at Quantico and numerous
other traming and outreach programs

9. The Department of Justice released a report last year regarding the FBI's analysis of
alternative fimancing mechanisms in money laundering and terrorist linancing cases and
established a Program Management and Coordination Unit to analyze ficld data on
altermative financing mechanisms.

a. Thus far, what trends have been found regarding alternative financing mechanisms
and how is this information being utilized to initiate other terrorist financing investizations”

Response

Among the goals of the FRI's TFOS are to identify terrorist financing wends and techniques and
o disseminate this information and intelligence within the FBI and o the FI}'s JTTF partners,
Speaifically, TFOS's Program Management Coordination Unit (PMCU) was tasked to record

the statistical data regarding terrorist financing. To this end, PMCL surveyed all JTTFs for
specific information regarding investigations having a connection to lerrorism financing, including

These responses are cervend ot of 4 2905
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financing methods, underlying criminal activity, and other issues specifically related to financing
trends. TFOS is in the process of evaluating the results of this extensive project

Terrorism financing methods range from the highly sophisticated to the extremely rudimentary.
They include the use of both the formal banking system (including comespondent and private
bank accounts and offshore shell banks) and informal banking systems (inchuding Hawalas and
bulk cash smuggling). The sources of terrorist funding range from relatively unsoplusticated
eriminal activities such as identity theft and eredit card frand to the misuse of chanties and other
non-governmental orpanizations. As trends and patierns arc identified, TFOS disscrminates the
information to the JTTFs for use in identifying similar trends and patterns in their jurisdictions.
When appropriate, intelligence assessments and intelligence bulleting are prepared and
distributed to membcers of the United States Intellipence Community.

b. When will this information be made available to Congress and in what form?

ilesponse

As indicated in response to subpart a, above, the PMCU is currently reviewing investigations
having a connection to terrorism financing with the objectrve of identifying allernative terrorist
financing mechanisms. Given the large amount of information being examined, PMCU will
document in CTD files the progress of the analysis as well as the methodology used and the
scope of the overall project. When this analysis is complete, TFOS will provide the trends and
patierns in the use of altemative terrorism Inancing mechanisms to Congress, as well as to the
law enforcement and mtellipence communities.

c. How is this information being shared with other agencies that have jurisdiction over
other aspects of money laundering to ensure coerdination and collaboration of eur efforts?

esponse:

The data analysis is provided to law enforcement and intelligence agencics through the JTTFs
via Intelligence Information Reports and other forms of written notification. To facilitate the
amalysis and promote information sharing, the FBI converts financial and other records into
electronic, text-searchable documents through either optical scanming or manual dala entry.

This infermation is included in the FBI's IDW, to which every JTTF has access. TFOS's
PDEL is working with TDW to acquire and integrate additional relevant terronsm and non-
terrorism data, to increase the number of FBI users with IDW access, and 1o enhance the

ability of IDW 1o support FBI data analysis. To further these goals, PDEU has begun a number
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of proactive projects and imnatives, which have been enhanced by the technolopcal advances
made by the FBI and by the greator access to cxisting data afforded by these now systams,

such a5 the IDW. These progects involve exploitation of existing FBI and other agency dala to
identify previously unknown or unrecognized connections between suspicious financial acuvitics
and terronsm related matters. Duning this past year, PDEU"s cffort has increased the number

of data sets on the IDW more than fortyfold, resulting in the availability of more than 340 million
searchable records. Substamtive hits found i a search are then examined and disseminated 1o

the appropriate entity for investigative follow-up and action. Existing relationships, information
sharing, and coordination with other agency pariners, including the Central Intelligence Agency,
the Treasury Department's FinCEN, the Department of State, and DS have been

strengthened through these cfforts

d. How often is this data cellected and analyzed?

Responsc

The data are collected and analyzed on a contmumg basis

10, Im its Janmary 2005 unclassified report on the Sibel Edmonds allegations against a co-
worker in the FBI langunage program, the DOJ-1G found that, “Even now, the FBI has not
carefully investigated the allegations abont the co-worker to determine if the co-worker
compromised any FRI information.”

a. The DOJ-1G report notes that “[iln lizht of the need for FBI vigilance about
security issues, as demonstrated by the Hanssen case, we believe the FRI should have
investigated these serious allegations more thoroughly.” Do yon agree with this
assessment? Why er why not?

b. Since the DOJ-1G report, has the FBI made any furiher attempts to determine
whether the co-worker compromised any FBI information? If net. why net?

c. If so, (1) what steps has the FRI taken to determine whether FBI information was

compromised, (2) what determination has the FBI made about whether information was
compromised, and (3) what is the basis for any such determination?

!!ESEI]IISE toa-¢

The responses to these inquines are classified and are, therefore, provided separately.
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11. In addition to Sibel Edmonds, others have made allepations that in its haste to guickly
hire as many translators as possible, the FBI has cut corners on background checks and hired
individuals with questionable associations. What steps have you taken to inguire inte
allegations that certain FBI translators had questionable ov inappropriate associations?

Response:

While the FBI is placing great emphasis on recruiting qualified linguists on a very fast track, all
potential FBI employees, including linguists, are subject 1o a pre-employment velting process to
ensure trustworthiness and suitability for FBI employment. This process, which complics with
Executive Order 12968 {Access to Classified Information), eliminates many candidates from
further consideration. This is particularly troe of translators, over 80% of whom are elimimated
during the background investigation (BI) process, which includes:

A thorough personnel security interview conducted by appropriately trained B 5As
or security personncl;

. A polygraph cxamination focused on the candidate’s purpose in seeking FBI
employment and involvement with fereign CT matters, the completeness of the
application, and any prior involvement with the sale or use of illegal drugs;

s A Single-Scope Bl covering the past 10 years or longer, and,
. A review of the Bl package and risk analysis by FBI Cl andfor CT personnel

Omly if the candidate snccessfully completes the Bl process 1s access 10 national secunty
information approved. The FBI has not, and will not, cut comers during the vetting process.

To avoid, monitor, and manage the risks associated with hiring for our language program, the
FBI instituted a post-adjudication nsk-management program in late 2002, Pursuant to this
program, FBI linguists are subject to regular personnel secunty interviews, polygraph
examinations, and database access audits.  In the event this process discloses questionable or
inappropriate associations, whether they are based on sclf-reporting or brought to our attention
by a third party, a secunty assessment is irmmediately conducted by the appropnate Field Office
in coordination with the Security Division. If an FBI linguist's trustworthiness is questionable,
the linguist's access to FBI space and information is suspended pending resolution

There responyes avd cirren! gy of 47805,



If the Commitiee is aware of allegations that the FEI has failed to comply with security
measures in hirng linguists, we would appreciate any specifics available to the Commuittee so
we can irmmediately initiate imvestigation.

12. According to last sammer’s DOJ-1G report, the FBI has been aware of problems
regarding audio sessions that need to be translated being automatically deleted without the
ability to identify or quantify the deleted andio. According to that report, “necessary system
controls have not been established ... such as protecting sessions of the highest priority[.]

... The results of our tests showed that three of cight offices tested had Al Qaeda sessions
that potentially were deleted by the system before linguists had reviewed them.”

a. Since that DOJ-1G report was issued Jast July, whal steps have you taken to ensure
that un-reviewed andio material for critical cases is not antomatically deleted?

Response:

Among the steps the FRI has taken to ensure that unreviewed audio material for entical FISA
cases 15 not antomatically deleted are the following.

. We have wpgraded our digital collection systemns to signilicantly augment storage
capacity at each site. Our current systems provide a minimum of 30 days of on-line
storage for all sessions and are configured to alert system administrators if the system 15
approaching the point at which sesstons must be deleted

- As a matter of standard procedure, data storage at all sites 1 momitored by the FBTS
Investipative Technology Division on a weekly basis. Facilities identified as having high
storage utilization and a high percentage of unreviewed or in-process sessions are
evaluated and scheduled for storage capacity upgrades if necessary. Pursuant to this
procedure, the San Francisco field office has been upgraded and the Los Angeles
system is under evaluation. Additionally, we have upgraded the New York Division,
the Criminal Justice Information Services facility in West Virginia, FBIHQ, the
Washington Field Office, and the Los Angeles Division as part of an ongoing digital
collection system and software conversion.

- To prevent the inadvertent deletion of electronic survelllance (ELSUR) data, system
contrals are sct 1o alert system administralors before any session 1s deleted. In
addition, all audio sessions are automatically written to a magneto-optical disk
immediately upon receipt. Mo data is ever deleted beyond recovery. Tn addition, the
FBI continues to develop its ELSUR Data Management System, which is designed so

These responses are curvens ax of 4728405
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that no information will ever be automatically deleted. The current sirategy is for all
ELSUR sessions to be immediately available on-line for a period of approximately one
year, after which time the information will be archived but available for upload upon

requesl.

b. What steps have you taken to ascertain the extent to which audio went wn-reviewed
as a result of this failure of the FBI's computer systems?

Response:

In order (o ascertain the extent to which FISA andio was unreviewed, we have communicated
with each individual field office and documented why and to what extent audio was deleted
before review, We learned, for example, that of the 5,792 hours of al Qaeda-related data the
Tnspector General identified as unreviewed, the FBI was able 10 account for all but 115 hours
(1.9 percent). As noted in response to subpart a, above, the FEI has smee taken a number of
technical and procedural steps to prevent the deletion of unreviewed audio. All audio is now
immediately archived onto magneto-optical disks wpon receipt and can therefore be re-
imported into the on-line system as required. No audio is ever deleted beyond recovery.

¢. What steps have you taken to implement the report’s recommendation that the FBI
improve the level of information provided to the foreign himguage program about the relative
privrity of connterterrorism and counterterrorist cases?

Response:
The response to this inguiry is classified and iz, therefore, provided separately.

d. What steps have you taken to implement the report’s recommendation that you
strengthen gquality control procedures to ensure the accuracy of translations and that all
pertinent material is being translated?

Response:

The FEl's Directorate of Intelligence (DI) has agpressively pursued the strengthening of its
quality control (QC) procedures by instituting the Translation QC Policy and Guidelines. The
D's QO program requires that, after an initial week of traiming, all work performed by new
linguists during their first 40 hours of service is subject to review by a senior hinguist. Work
performed during the second 80 hours of service will also be heavily spot-checked and later
checked with decreasing frequency as appropriate. In all, il is estimnated that each new linguist

These responses are currced ax of 420405
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(both language analysts and contract linguists) will require an investment of at least 120 hours
bv a senior lingnist dedicated to QC.

In addiion, the I has:
. Developed a Manual of Standards for Translation

Revised and enhanced its QC policy by providing specific instructions and clearly
defined milestones to all field offices for implementing QO improvements, including
quarterty reporting mechanisms to monitor comphance

. Coordinated with the Inspection Division to ensure thorough reviews of field offices’
foreign language programs (including compliance with QC policy) as part of the regular
mspection schedule.

Funds provided in the Consolidated Appropriations Act of 2005 will permit the employment of
additional program management staff 1o guide and monitor field QC comphiance and wall allow
annual review of the work of all FEI linguists. A successful QU program will require the work
of approximately 30 senior hinguists.

13. The Commission on the Intelligence Capabilities of the U.5. Regarding WHD released
its report to the President on March 317, In that report, the Commission expressed a fear it
may be impossible for the Director of National Tntelligence (DNI) to impose the level of
acconntability envisioned by the Tntellizence Reform and Terrorism Prevention Act (IR1FPA)
because the FBI's budget is not configured to allow cffective oversight. .

The Commission’s report explains that althowgh ene-third of the FBIPs budget is
funded through the National Intelligence Program (NIT), none of the NTP budget goes through
the Burean’s Directorate of Intellizence. So, the DNI will have no budget anthority over the
Dircetorate of Intelligence. While the INT will have some personnel autherity over the head
of the Directorate of Intellizence, he will have no personnel authority over the two FBI
components that do reccive the bulk of NIP money (the Counterterrorism and
Counterintelligence divisions). The report describes this arrangement as “peculiar™ aml
argues that it diminishes the DN1's ability to ensure that the FBI is fully integrated into the
Intelligence Community.

These responses are current ay of 472005,
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a. Does this “peculiar™ arrangement serve any legitimate purpose other than te
prevent the DNI from asserting control over the FBI's intellizence functions”

Response:

The artangement described in the Weapons of Mass Destruction (WM D Commission's

Report was constructed under an earlier budget structure before the DN was even created, It
does not reflect the system the FBI is cumently creating to bring 1ts budget into hine with the new
authority of the DINL

For many years, a postion of the FBI's budget has boen designated as Nanonal Foreagn
Intelligence Program (NFIP} funding (the appropriations community refess to this designation as
"scoring™). The FBI's appropriated funds are provided by the Approprnations Subcommatices
responsible for DOJ's budget and, while these funds have never ncluded designated NFIP
funding, a portion of the FBI's budget has been "scored” 1o the NFIF by the Community
Management Stafl 5o that oversight entitics ean quantify the federal government resources
devoled to "foreign intellipence” aclivitics.

As noted i the WMD Commmission report, the programs "scored”™ to the NFIP generally have
been the FBI's CT and Cl programs, in addition 1o small picces of other programs, since these
programs are related to “forcign intelligence ® The FBI's Office of Intclhigence (later designated
the DI) was established in FY 2004, and at that time the FBI decaided not 1o score all the
resources of the D to the NFIP. This decision was made, in part, because the FBT's

imelligence program, which is managed by the DI, spans all mvestigative functions, including
criminal investigations, and 15 therefore not foeused solely on foreign intelligence.

The system just described was created well before the Intelligence Reform and Terorism
Prevention Act of 2004 (IRTPA) renamed the NFIP the National Intelligence Program (NLP)
and created the position of Director of National Intelligence (DNI). Since this renaming, the
FBI has undartaken a review 1o determne which resources should be scored to the NIP, and
the DI will likely be one of the primary NTP programs. Other probeble inclusions are certain
intelligence resources associated with the CT and C1 Divisions.

The report goes on to state that “[ijn our view, the FBI's budget process should be
organized in a way that unambignously ensures the responsiveness of the FEI's national
security clements to the DNL™ Inm order to achieve this, the report makes twao
recommendations: (1) that the NIP budget should include the budgets of the Dircctorate of
Intelligence and the Counterintellizence and Counterterrorism Divisions, and (2) that the DNI

— — — — S
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have personnel anthority over the FBI official who is responsible for all NTP budget matters
within the FBIL

b. Do you agree with these recommendations? Why or why not?

Response:

Omee NIP puidance is issued, we will bring our Intelligence Budget Decision Uml and the N1P
in line. We are open to all recommendations and await the completion of the President’s 90
day review

¢ If the DNT does not know how NIP funds are allocated and spent by the FBI, and if
the DNT does not have some personnel anthority over the FBI official responsille for
managing NIP funds, then how is he going to exercise the authority that IRTPA intended to

confer npon him?
Response:
The FBI will work with the NI to ensure that NIP funds are properly allocated.

TRTPA empowers the DNI to lead the Intelligence Community, which is defined as
inclnding the FBI’s “intelligence elements.”

d. What are the “intellizence clements™ of the FBIY
Response:

The FBI, IO, and the DNI will work together to appropriately define the FBI's "intelligence
clements.” Thosc "clements” will include at least the FBI's Directorate of Intelligence.

e. Are the FBI's Counterintelligence and Counterterrorism Divisions among its
intelligence elements? Why or why not?

Response:

As indicated in response to subpart d, above, the FBI, DOJ, and the DINT will work together to
appropriately define the FBI's “intelligence elements.”™

Thery respoiises are curvent as af 472805
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Questions Posed By Senator Kyl

14. If section 201 of the USA PATRIOT Act is allowed o expire, is it true that criminal
investigators conld obtain o court-ordered wirctap to investigate mail frand and obscenity
offenses but not offenses involving weapons of mass destroction?

Response

This answer s provided in response to Question 118 of the Questions for the Record (QFRs)
posed to the Attormey General (AG) based upon this heanng.

15, It is my wnderstanding that, before the passage of the USA PATRIOT Act, answering-
machine messages on a home machine and voice-mail messages stored with a communications
provider were treated differently. Answering-machine messages conkd be obtained with a
search warrant, while aw enforcement was required to seek a wiretap order to access voice-
mail messages. Am | correct in the distinction, and il se, do yon think that this distinction
made sense”

Response:
This answer 15 provided in response 10 Question 119 of the AG's QFRs.

16. Sectiom 212 of the USA FPATRIOT Act allows Internet service providers to voluntarily
disclose customer communications and records in life-threatening emergencies. It is my
undersianding, however, that the Homeland Security Act repealed the portion of section 212
governing the disclosure of the content of communications in emergency situations, and
placed a similar authority in a separate statutory provision. Therefore, would there be any
signilicant change in the law il section 212 were allowed to expire?

Response.

Ths answer 15 provided in response to Question 120 of the AG's QFRs.

The== respoatees are cprrps! 5 of 4 2905
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17. Has section 212, which allows computer-service providers to disclose communications and
enstomer records in life-threatening emergencies, proven to be useful? And if so, could you
please provide some real-life examples of its nse?

Hesponse:
This answer is provided in response to Question 121 of the AG's QFRs.

18. Many people have expressed concern about section 215 of the USA PATRIOT Act, which
allows investizators in natienal-security investigations to seek conrt orders fo obtain business
records and other items. In particular, they have expressed the fear that this provision could
be used to obtain records from libraries. 1t is my understanding, however, that presecntors
currently may ohtain business records and Iibrary records in ordinary eriminal investigations
throngh grand jury subpoenas. Forthermore, it is my understanding that while a federal judge
must approve requests for business records under section 215 of the Patriot Act; grand jury
subpoenas for business records are issued withont judicial supervision. Ts this eorrect?

Response:

This answer is provided in response (0 Question 122 of the AG's QFRs.
19. Before the passage of the USA PATRIOT Act, courts had interpreted FISA to mean that
the surveillance could |] be conducted vnder the statute only when foreign intellipence was the
“primary purpose” of an investigation. Section 218 of the PATRIOT Act replaced the
“primary purposce” requirement with a “significant purpoese” standard. Has this provision had
any appreciable effect in the war against lerrorism? 1f so, please provide examples.
Response:

This angwer is provided in response to Question 123 of the AG's QFRs.
200, Crities have charged that section 220 of the PATRIOT Act, which provides that a federal
judge may issue a search warrant for electronic evidence stored anywhere in the country,
encourages prosecutors to forum-shop for a friendly judge. Is this an accurate criticism of this
provision?

Hesponse:

This answer 15 provided in response lo Question 124 of the AG's QFRs

Fhese responses are ohreend of of €700
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21. T have heard many people express opposition to the USA PATRIOT Act because of their
concern about the status of detainees being held at Guantanameo Bay and enemy combatants,
such as Jose Padilla, being held in the United States. Could you please clarify for me whether
those being held at Guantaname Bay or enemy combatants, such as Jose Padilla, are being
detained pursuant fo any anthority contained in the UsA PATREIOT Act? If the Act were to
be repealed tomorrow, wonld it have any effect on the statns of these detainees and enemy

combatants?

Fesponse:
This answer 15 provided in response 1o Question 125 of the AG's QFRs.

22. There has been some discussion that section 412 allows the Attorney General in his sole
discretion to indefinitely detain immigrants. T have two guestions about this provision. First,
how frequently has the Attorney General used this provision? Second, is the Attorney
General’s decision to use this provision subject to any review?

Response:
This answer 15 provided in response (o Quastion 126 of the AG's QFRs

23. As you know, a National Security Letter (“NSLY) is basically an FBT request for
information in national security investigations. Several newspapers and critics of the USA
PATRIOT Act suggested Iast fall that a federal conrt in New York had held scction 505 of the
Act, which amended existing N5L. authorities, unconstitutional on First and Fourth
Amendment grounds. ewever, isn’t it the case that it was not section 505, but rather 18
U5 5 2709, the pre-existing NSL anthority established by the Electronic Communications
Frivacy Act of 1986, which the court invalidated? Moreover, isn’t it troe that the Department
urged an interpretation of section 2709 which would have expanded NSL recipients’ rights in
order to save the statule’s constitutionality, and has appealed the judge’s decision?

Response:

This answer 15 provided in response to Question 127 of the AG's QFRs

Thede responises ave cyrvent as of 472803
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Duestions Posed By Senator Leahy

24. At the April 5 hearing, 1 asked about an e-mail released to the ACLL in response to its
Freedom of Information Act (FOTA) litigation, The e-mail is dated May 10,2004, addressed to
T.J. Harrington at the FBI, and contains the subject line, " Instructions to GTMO
interrogators" (copy enclosed). Over the past six months, the Department has released the
same e-mail in three different redacted versions. When asked about the e-mails at the
hearing, you stated that you would "have to go back and look at how the various iterations
were developed™ before answering any guestions. As you know, there is a presumption of
disclosure wnder the FOIA, but agencics may withhold. information pursaant te exemptions
and exclusions in the statute, such as information properly classified, or protected by the
Privacy Act. The three versions of the e-mail described above were significantly different
from one another in what was redacted and what was released. Muoch of the information that
was eventually released does not fit squarcly within a FOIA exemption, suggesting that it
should have been released pursuant to the ACLLs original request.

a. Please explain the process followed by the Department of Justice and the Barean in
reviewing docwments for release unier FOTA.

BEE[!DI’I&EZ

Requests for records under the Freedom of Tnformation Act (FOLA) are imitially processed by
the Departinent components that possess the records. If the eomponent does not produce all

of the responsive records or redacts infoomation from those reconds pursuant 1o FOLAs
statutory exemphons, then the requestor 1s advised of his or har administrative appeal nghits
Administrative appeals are adjudicated by the Department s Office of Information and Privacy
{OIP) and somctimes result in the release of addimonal text. A requestor may file smim U S
Distnict Court if he or she 15 dissatisficd with the results of this process. Alcmatively,
requesters may file suit if the Department component docs nol respond to the request within the
statutory time frame, as the ACLU chose to do in connection with the document request that
mcluded the FBI e-mal, dated 5/10v04, that was described in your question

As of 12/31/04, the FBI has over 2,000 FOIA requests in various stages of processing and has
recerved, on average, 790 new FOLA requests per month this year. As of /1905, the FBI s
working with DOTs OIP to resolve 630 administrative appeals and is presently involved in over
150 pending FOLA lawsuits in vanous federal distnict and appellate courts throughout the
United States. Through an ongomng re-cngineering effort, the FBI has successfully reduced ats
backlog of FOIA requests by approximatcly 89%, and a continuation of this downward trend is
anticipated

Teese respomiey are correni as of 47983
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In order to respond to FOIA and Privacy Act requests, the FIBI currently has 247 employees,
most of whom are Legal Administrative Specialists (LASs). These employees are assigned to
varions FOTA units, the shared function of which is to intake, review, process, and release
informaticn, as well as to respond to administrative appeals and to support FBI and DX
entitics representing the United States in FOIA litigation. "Processing” involves a page-by-
page, line-by-ling review of responsive documents to determine which FOLA and/or Privacy
Act exernplions may apply, if any, Pursuant to this review, exempt material 1s redacted and
applicable exemplions are noted. During its review, the FBI consults with other government
agencics regarding their determinations as 1o the releasability of their information contained
within FBI records, or refers non-FBI documents 1o those onginating agencies for processimg
and direct responsc.

b. When documents that eriginated with the FBI are songht by a FOLA requestor, is it
the FBI or 12OW that ultimately determines what information can be released?

Response:

This answer is provided in response to Question 1635 of the AG's (QFRs.

e How could the FOLA process, with its well-defined exemptions, lead the Department
or the FBI to release three different versions of the same docnment?

Response:

As indicated in response (o subpart a, above, the engimating component may mtially release a
dacument in one redacted form and a subsequent review by OIP, as part of an admimstrative
appeal process, may result in a partial reversal of the component’s determination and a second
release with reduced redactions.

In response to the ACLU's FOLA request and subsequent lawswt, on 9/15/04 the FBI was
ordered by the district court judge to either produce or identify and describe all documents
responsive 1o plaintiffs’ requests by 10415404, This order resulled in numerous employees being
diverted from their ordinary duties to review and process thousands of potentially responsive
pages and to drafi the necessary declarations for the court. Five additional LASs were shified
internally to support this htigation effon.

Between 9/15/04 and 10¢15/04, the FBI reviewed and processed 1,388 pages and proyvided
the court with public and m-camera logs for the remaming documents (approximately 2,600
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pages) along with a supporting Declaration. Among these, the FBI processed and refeased the
3 10V04 document (Bates 1373) in this imitial production. In November, without the time
constraints imposed by the 9/15/04 court order, the FBI processed a non-identical duplicate of
the 5/10/04 document (a non-tdentical duplicate is, in this instance, a later e-mail that contains
an embedded version of the 5/10/04 email). The processing of the subsequent version of the
S10/04 document (Bates 2709) was premised on a different judgment regarding the release of
information and resulied in reduced redactions

In March 2005, OIP was asked to review the non-identical dupl:cate (Bates 2709) as 1if it were
the subject of an administrative appeal and, in that process, the FBI agreed to release text that
had previoesly been withheld to protect privacy interests and dehiberative process. This revised
version was provided to Senators Levin and Licherman, as well as to the ACLU, on 3/18/05

As the cover letter 1o the Senators noted, a small amount of (ext remained redacted becanse it
implicated Depantment of Defense (DoD)) interests and,  accordance with established thard-
agency practice, the FRI was obligated to consult with Dol) before releasing that text
Followmng that consultation and Dol)'s review, a fourth verson of the docurment, whach restored
the Dol text, was redeased 1o the Senators and the ACLU on or about 476505

d. In discussing Defense Department interrogations that used cocrcive technigues,
the decument states that, "results obtained from these interrogations were suspect at best.”
The words “saspect at hest™ were redacted in the first two versions of the document that were
released, but not redacted in the finnl version that was released to Senator Levin, Please
explain why "suspect at best™ was initially redacted.

Response
This answer is provided in respoase to Question 167 of the AG's QFRs.

25. Om October 29, 2004, [ requested unredacted copies of the FBI docaments released to
the ACLU in response to the FOIA litigation. While the FBI referenced that request in a
letter to me dated December 23, 2004, signed by Eleni Kalisch, Assistant Director, Office of
Congressional Affairs, 1 still have not received these documents. Why?

Response

As indicated in the 12723404 lenter from the FBI's Office of Congressional Affairs (OCA) o
Senator Leahy, the FBI's OCA informed DOJ of the request for documents regarding the
treatment of detainees. DOJ advised that they would review the matter and inform us as 10
what mformation could be provided. We have not recerved DOJ's input on this maiter to date.
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16. Some of the FBI decuments released in response to the FOLA Jitigation are almost
completely redacted. | would like to ask abont two specific documents. (Copies enclosed.)
The first is a seven page document dated February 13, 2002, and titled " Assessment and
Recommendations regarding Interviewing, Debriefing, In terrogation of Al-Quaeda/Taliban
Detainees at Guantanamo Bay, Cuba (GITMO)." Other than the heading on the first page,
ihe document is entively redacted. The second document is a seven page em ail string, dated
May 31, 2003, through June 4, 2003, that appears (o be an exchange between an FEI
employee and an Army sergeant. In seven pages, the only thing that is not redacted is the
suhject line for each email, which reads, "hello, fhi-guy” and the closing on some of the

emails, such as "Later!” amd "have a good day!

2. Please provide unredacted copies of these documents to cleared Commirree stafl.

Response:

The Freedom of Information Act (5 U.S.C. § 552) requires the disclosure of agency
mformation, but exempts certain information from this requirement These exemptions are
typically referred to by the subsection of 5 US.C. § 552 that provides for them. For example,
the exemption of classified information from release is provided for by 5 US.C§ 552(b)1),
and is therefore called a "b1" exemption

As indicated on the documents enclosed with this guestion, much of the content 15 not only
classified (a bl exemption), but iz also redacted on one or more other bases, including
redactions based on § 352(b)(7)(E) (informaticon that would disclose techniques and

procedures for law enforcement investigations or prosecutions, or would disclose gmdelines fTor
law enforcement investigations or prosecutions, if such disclosure could reasonably be expected
to risk circorvention of the law) and (B 7)) (information which, if disclosed, could
reasonably be expected to disclose the identity of a confidential source]).

The redacted portions of the email string ronming from /3 1/03 through 6/4/03 contain no
information that is subject ONLY to exemption bl, so disclosure even (o cleared personnel
would contain redactions taken on other bases. We are, therefore, unable to provide, even to
cleared stafl, a version of this document that differs from that zlready in the Committee's

POSSESSION
This is also true for most of the 2/13/02 docurnent; that is, all those portions redacted for bl

purposes are additionally redacted for other purposes and therefore cannot be provided, even
1o cleared staff. The redactions applicd to the introductory paragraphs of that document have,
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however, been removed, and that docament. with these more himited redactions, s provided as
Enclosure |

b. In response to a request by Senator Levin, the ¢-mail cited in question 1 was
submitted to the Justice Department Office of Information and Privacy for review as if it were
the subject of a FOIA administrative appeal. Please submit the two documents discussed
above to a similar review and make the results public.

EEDI’I&EZ

DOJ's OIP has revicwed the two referenced documents. OIF has advised that all of the
redacted content in the 2713402 *Assessment”™ provided at Enclosure | 15 cxempt from
disclosure under exemptions other than bl. OIF's review of the emal stnng running from
53103 through 6/4/03 resulicd in the determination that all of the redacted contont = exempt
from disclosure nnder exemptions other than bl except for one hne consisting of 11 words from
an emal dated 672703 at 412 p m. (that particular line is not cxempt from disclosure under
FOIA). That document, including these 11 words, 15 provided at Enclosure 2.

Rendition

27. At the hearing, 1 asked il the FBI has transferred detainces to other conniries and, il so,
what countries. Yoo replied, "1 don't believe se,” but said yon would confirm that response,
|e]am you new confirm that, ether than as a part of legal extradition proceedings, the FBI has
nel participated in the transfer of a detainee to another conntry?

Response.

To the best of my knowledge, the FBI has not transferred any detaines out of the country other
than as part of legal extradition proceedings

These responses ove cerreni ax of 4 2995
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Detainee Abuse

25. At the hearing, Senator Cornyn asked the following question: "|Tlhe reason why the FEI
did not believe it conld nse all of the DOD-approved interrogation technigques is because
different rules apply in a criminal prosecation with regard to information that an interrogator
olytaing from a suspect. Is that right?" You replied, "That's one of the reasons, yes.” What
are some other reasons that the FBI did not believe it conld use all of the DOD-approved
interrogation technigues?

Responge:

From the time they enter the FBI Academy, FBI SAs are taught that statements, inchiding
confessions, whether ebtained in the United States or abroad, must be voluntary and must be
obtained consistent with the Filth and Sixth Amendments o the Constitution.  While these basic
principles have been taught for years because they are the foundation for ensenng that the
results of an interview can be admitted into evidence in a crinunal trial, in most respects they are
just as important when the sole goal of the interview is to gain intelhgence, rather than evidence
for usc at trial. '

The FBI's policy decision not to participate i the use of DoD-approved mterrogation
techniques that were not consistent with FBI policy was based in part on the fact that such
techniques might prechude the introduction of the fruits of the interrogation into evidence, and in
part becawse FBI agents involved in the interrogation of detaness can also be expected 1o
testify in cases unrelated to detainees in Dol costody. 17 FBI agents were 1o parficipate in
DoD-approved, aggressive interropation techoigues, such participation might be used to
mpeach their testirnony concemming the treatment of other individuals in the United States.
Finally, the FBI declined 1o participate in the use of such techniques becanse our expericnee 15
that rapport-building interrogation techniques are more likely to generate valuable information

than aggressive technigues.

Access o Library Becords

29, Om April 4, 2005, the PEN Ameriean Center issned a press release announcing that a
librarian who fought the FBI's scarch of patron records would receive the 2005
PENDNewman's Own First Amendment Award., The press release states as follows:

Y June 8 2004, an FBI apent visited the Deming branch ef the Wharcowm County
Library System in rural Washington State ... fand) demanded the names of all ibrary
patrons wire fad borrowed the book Bin Laden: The Man Who Declared War (n
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—America. The FBI made the request afier a reader contacted the agency le report that
semeone had left a kandwrilten noie in the margin of the book thar said, “If the things
I'm deing is considered a crime then let kistory be a witness that | am a criminal.
Hostility foward America is a religious duty and we hope to be rewarded by God' - a
nearly direct quete of a statement Osama Bin Laden made in a 1998 interview. ...

The Deming branch refused to provide information to the visiting agend, and the
library system informed the FEI that ne informarion weuld be released witheut a
subpocna or court order. The library Board then veted to fight any subsequernt
subpoena in court.

"On June 18, a grand jury s subpeena was served requesting the names and any ather
identifying information of patrons whe had barrewed the Bin Laden biography since
Nevember |5, 2001. At a special meeting of the Board, the library resolved te go
ahead with a motion te quash the subpoena on the grounds that the request infringed
on the First Amendment rights of readers; thar libraries have the right te disseminate
information freely and confidentially, without the chilling effects of disclosure; and
that Washingten state’s library confidentiality laws protected the recerds. ... On July
14, the library learned that the FRI had withdrawn the grand jury subpoena.™

a. Do you take issue with any of [the] facts set Torth in the PEN American Center's
press release and, if so, what is the FBI's version of the events described?

Response:

The issuance and withdrawal of grand jury subpocnas arc matters protected by the grand jury
secrecy rale, and procesdings relating to grand jury subpocnas are sealed See Fed R Cnim

P. 6{c)2), (5), and (6). For that reason, we can neither confirm nor deny the accuracy of the
PEN Amernican Center’s press release 1o the extent that it clams to descnibe the issuance and
withdrawal of a grand jury subpocna relatmg to the book Bin Laden: The Man Whe Declared
War On America. We acknowledge, however, that a library patron contacted the FEI ;
regarding the referenced marginalia. That FBI office, wiich is near the Canadian border where
mdividuals associated with the Millennium bombing plot entered the United States, atterapted to
resolve this complaint. Tn order to do 5o, an FBI SA visited the hbrary for the purpose of
determining what records were maintained and how they might be accessed. The Agent was
given the name of the public library system’s attorney, which he provided (o his supervisor,
The FBI subsequently leamed that although relevamt records were not maintaned by the
Dermmg hibwary, they were maintuned clectromically elscwhere, but those reconds were not
readily retrievable.
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— b. Do yon helieve the FBL acted properly in its initial demand for names of library
patrons?

Bezponse:

The FBI is responsible for protecting the American people from terronst acts. 1o fulfilling that
responsibility, we obtain information from many sources, including the public. When we receive
information indicating a possible threat, we take reasonable measures to identify the nature and
credibility of the threat. The patron who brought the book to the FBY's attention was pleased to
identify himsell to the FBI in the intérest of protecting others from the threat he perceived, and
this willingness is important to the FIRI's ability to provide the level of protection the Congress
and the public demand.

. Do you believe the FBI acted properly in seeking and serving a grand jury
subpoena for patron records? I so, why did the FBI choose to withdraw the subpoena rather
than litigate its validity?

Response:

Please see the response to question 29a, above

d. What can you tell us about the grand jury investigation that gave rise to the
issuance of this subpeena? What erime was it investigating? Is the investigation still open?

Responsc:

Rule 6{¢) of the Federal Rules of Criminal Frocedure prohibits the government [rom discussing
grand jury investigations. Therefore, we can neither confirm nor deny the existence of a grand
jury subpoena.

e. Please describe any other instances since September 11, 2001, in which the FEBI has
withdrawn a grand jury subpoena in a terrorism investigation alter being challenged as to its
scope or validity.

Kesponse:

Subpoenas may be withdrawn for a variety of reasons, including a determination that the
information sought will not forward the investigation. Rule Gie) of the Federal Rules of Criminal

These rerponges aye coorrend o pf 4738005

21



—Procedure prehibits the government-from-discussing grand-pary investigations. Therefore, we
can neither confirm nor deny the existence of a grand jury subpoena.

Oklahoma City Bombing

30. The press reported that FBI agents, acting on a tip, searched the former home of Terry
Nichols, and found blasting caps and other explosive materials buried in a crawl space that
may have been related to the Oklahoma City bombing.

a. Was the erawl space searched back in the spring of 19957

Response:
Yes, the crawl space was searched in the spring of 1995. However, the FBI recently received
additional information relative to the specific location of new evidence. The new evidence,

which was discovered on 04/01/2005, was found bunied under approximalely eighicen inches
of dirt and rock

b. Is any of the newly discovered evidence linked to the 1995 bombing?
Response:
This is not yet known because the investigation and laboratory analysis are sull in progress,

©. Was the tip anonymous? Was it shaken loose by the prosccution or investigation of
an unrelaled crime” Whe could be in a position (o provide this new information?

Response

An inmate in the Bureau of Prisons Administrative Maximum facility in Florence, Colorado,
provided the information to a correctional staff member, who passed it to the FBI's Denver
Division. This inmate also provided the information to a private investigative agency in
Michigan. Members of the investigative agency forwarded the information to the FBI's Delroit
Division, as well as to United States Congressmen Dana Robwabacher and William Delahunt

Follow-Lip 1o Mav 20, 2004 Heanng Qucstions

31. In the classified set of answers to quesiions submitted after your appearance before the
Judiciary Committee on May 20, 2004, a document was attached as "Enclosure #5 to the
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530003 EC." Please review this docoment for-declassification and release it to the public, in
redacted form il necessary.

[Response:
That particular altachment was not classified and is provided as Enclosure 3

Omezstions Posed By Senator Feingokd

32. Prior to September 11th, varions federal agencies maintained their own criminal or
terrorist walch lists, some of which were shared with other government agencies but many of
which were not. After September 11th, the federal government has tried to consolidate those
lists. In 2002 and 2003, the Administration moved this important responsibility from agency
to ageney and there were significant delays. Ultimately, the task ended up being assigned to
the Terrorist Sereening Center (TSC), which is hounsed at the FBL and which has made
progress but has not completed the project.

a. The Director of the Center, Donna Bucella, testificd abont a year agoe that there
were roughly 120,000 names on T5Cs consolidated watch list.

1) Has that number changed?

Response:

As of 420005, the Terrorist Screening Database (TSDB) contained records on approximately
75,000 individuoals,

2} Roughly what portion of the people on the terrorist watch list are known,
dangerous terrorists?

Response:

All of the entitics in the TSDB represent known or suspected terrorists or individuals associated
with known terronsts or terronst organizations. Nominatiens for inclusion in the TSIDB are
provided by either the National Counterterronsm Center {formerly the Terronst Threat
Integration Center) or the FBI.

3) Roughly what portion are people who may have tangential ties to someone
who is the snbject of a connter-intelligence or international terrorism investigation?

ITrese responses are cisrrend os of 4 2005,
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Hesponse

As indicated in response to subpart 2, above, all of the entities in the TSDB represent known or
suspected termonists or individuals associated with known terronsts or termonst orgamzalions

4} Roughly what portion are LS. cilizens or legal permanent residents™

Response
25,006 of the entities in the TSDB are U.S. Persons

b. 1 understand that Transportation Security Administeation (TSA) s planning Lo
compare the names on the terrorist watch list, or al least some significant portion of them, to
passenger lists from domestic flights. Passengers who match the list would either undergo
additional sccurity screening or be denicd boarding, depending on their level of risk. The
GAO recently reviewed TSA’s plans and expressed comcerns about the accuracy of the waitch
lists at TSC. TUader the intellizence reform bill that became law in December, TSA must
provide passengers with a redress mechanism and appeal rights, as well as the ability to
correct inaccurate information in the system. Do yvou agree these are important protections?
Does the Terrorist Screening Center have any plans to implement a similar redress system
for people who face other types of adverse consequences as a result of its lists?

Response:

Allowing individuals the opponunity to challenge whether they have been misidentified dunng a
screcning process, and to prevent that misidentification from recurming, is cnitical to the public’s
trust in the U S. Government and its CT programs. The TSC recently hired a Pnvacy Officer
who is developing a redress process for mdividuals who are having terronst watchbst-related
difficulties during screening processes. The TSC coordinates redress issues closely with all
partner agencies and helps them to resolve redress inquiries from the public related to the
terrorist walchlist,. Because of ils limited role under Homelind Scourity Presidential Directive 6
and the accompanying MOL, the TSC does not receive and respond to redress inquires from

the public directly, but docs so through 115 partner agencies (such as the Transporiation Secunty
Agency) that ran the soceming programs. This helps 1o ensure that only redress inguines
regarding temronst watchlist-related screening problems — as opposed 1o other reasons for
screening, hke random sclechon - are referred 1o the TSC

These responces arecrrrend as of 42005
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One of the-options-the TSC-iz considering for its redress process-is-the development oL a
consolidated misidentified persons list, which will help individuals who are repeatedly
misidentified during screening because their names or dates of birth are similar to thosg of
known or suspected terrornists.

33. Is it true that no criminal defendant or defense attorney has ever been given access to the
underlying FISA application or order when the fruits of that surveillance have been introduced
in a criminal proceeding?

EL}' JrasC.

The use of FISA information in criminal cases is governed by section 106 of FISA, 50 U.5.C.

& 1806, Tursuant 1o section 106(c), whenever the governmment intends tointroduce evidence
obtained pursnant to FISA, it must give the defendant and the court notice in advance of tnal.

If the defendant is an “aggrieved party” (i.e., either the target of the surveillance or an individual
whose communications were intercepied), then he can make a motion to suppress on the
ground that the evidence was not lawfully acquired or that the surveillance was not conducted in
accordance with legal requirements. Pursuant to section 106(f) of FISA, if the AG files an
affidavit that disclosure of the FISA appheation or order or an adversary hearing would harm
the national seeurity, then the trial court must review the application, order, and any other
docurnents relevant to the surveillance in camera and ex parte to determine whether the
surveillance of the defendant was lawfully suthorized and conducted. Congress has provided
that, in making that determination, the district court may disclose the FISA application or order
Lo the defendant only if such disclosure is necessary to make an accurate deteromnation of the
legality of the surveillance. To date, no judge has determined that the defendant needs the
underlying application in arder for that determination to be made. (See, e, Unifed Stater v
Sereillacote, 221 F3d 542, at 551-52 (4th Cir. 2000), and United States v, fsa, 923 F.2d

1300 (8th Car. 1991).)

These respomses are ciirvent ag af 4204015,
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34. In your-testimony, you called for-broad-administrative subpoena anthority for terrorism
investigations becanse National Security Letters (NSLg) and Section 215 orders are
inadeguate or take too long to implement.

a. Has the FBI had significant trouble with recipients of NSLs not promptly complying.
or nol complying at all? I se, what actions has the FRI taken in response?

Response

In the FBI's experience, recipients of National Secunity Letters (NSLs) sometimes respond
quickly and completely, sometimes respond slowly and incompletely, and sometimes do not
respond at all. We behieve there are several reasons for this. Fust, an NSL 15 a letter, 1l docs
not look hike and is not a subpoena or court order.  That appearance of mformality apparently
leads some reciprents to treat an NSL differently than they would an instrament that comes from
a court or that has a clear enforcement mechamsm, hike a subpoena.  Addibonally, there 15 no
statutomly created enforcement mechanism for NSls. Histoncally, the absence of a statutory
enforcement mechanism led the FBI to/make efforts to obtain the cooperation of those who do
not respond rather than bringing an enforcement action against o recalcitrant or tardy NS

recipient.

b. I understand that in the usual case, it might take several weeks or even months to
complete a FISA application, get the appropriate signatures, and have the court review it. But
I also wnderstand that there are several internal procedures, aside from the emergency
provisions, for expediting an application in a case where it is critical that the FRI obtain a
FISA order quickly. Why are these precedures inadequate? Shouldn’t they address the
problem that yon have outlined?

Response.

FISA busincss orders under section 215 of the USA PATRIOT Act cannot currently be
obtaned on an emergency basis. If such ambonty were granied, or if DOJ were to implement
procedares under which section 215 orders could be expedited, the FBI would be able 1o
obtain such orders more quickly than 15 currently possible. Meither solution, however, would
b as desirable as obtaiming administrative subpoena authonity.

First, any process that requires case agents 1o submil requests for documents through FBINGQ
and then through DOJ will necessanily be slower, more cumbersome, and more manpower
intensive than the process for issuing administrative subpoenas. Second, in order to obtain a
scction 215 order, nesources of DOJ's (MTice of Intelligence Pohcy and Review and the Forcign

These responses ave currenit az of 472903
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Intelligence Surveillance Court must be-used.Thosc resources are Limited and currently quate WE
strained. Tt is our judgment that those limited resources are better used with respect to

electronic surveillance, which implicates significant privacy interests, than with respect to orders

to obtain documents, which will generally not implicate Constitutionally protected privacy

interests. Third, orders oltained under section 2135 are classified, whereas administrative

subpoenas would not be. The fact that the 215 order is classilicd means that it is subject to

special handling requirements by both the agent who serves it and the recipient. Frequently,

recipients are not cleared to handle classified documents, necessitating the use of a “trust

receipt,” forther slowing the process. 1n shor, for a variety of reasons, however efficient the

process to obtain an order under section 215, an administrative subpoena would be superior,

35. There has been a lot of news coverage lately about security breaches at information
brokers like Choicepoint and Lexis-Nexis. Based on some FOTA requests, we know that the
FBI has had contracts with Choicepoint (o subscribe to some of its products.

a. From what companies does the FBI currently subscribe?

Currently, the FI}l contracts for services from the following vendors: Axciom, CholcePoint,
I and Bradstrect, iMAPdata, LexisMexis, Seisint, and Westlaw. Following is the type of

data accessed (rom cach vendor,

Axciom provides address history, cecupancy data, phone nember, Social Secunty number,
age, pender, date of birth, and the year the individual graduated from high school.

ChoicePoint provides the numenical rank of the match, name, alias names, current and
previous addresses, telephone numbers, Social Security number, driver's licensc
number, dale of birth, links to possible relatives, real property, bankmipteies, L hens
and judgments, corporation information, death indicator (yeso), evictions, and
geographic codes Tor each address found.

Dun and Bradstreet provides business name, address, phone and fax numbers, limited
employee information, trade and assumed business names, special events (such as
indictments, frand charges, fires, and floods), officers and directors and their
backgrounds, bankrupteies, lawsuits, liens, judgments, nancial mfommation, corporate
affiliations, and linkages across companies worldwide.

These responses are chivrent as of 420105,
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——— iMAPdata provides an-interactive web-based-oelhat- displays-data-via-map layers covering
the United States, including information regarding critical infrastructure, demography,
political party affiliations, Emergency Management Services, geography, transportation,
and telecommunicalions.

LexisNexis provides data on persons, organization names, license and registration numbers,
addresses, zip codes, phone numbers, and related information to provide access to
other public records where such data are also mentioned. The data returns usually
include full address, name, date of birth, phone number, and Social Secunty number.

Seisint (Accurint Product) provides current address and phone number, historical addresses
and phone numbers, dates associated with each address, date of birth, date of death,
aliases, relatives, associated information, bankneplcies, properly asscssments, properly
deeds, neighbor information, neighborbood census information, corporate filings,
national Uniform Commercial Code filings, intermet domains, merchant vessels, Federal
Aviation Administration (FAA) airerafi, professional licenses, FAA mlot hcenses, voter
registration, federal firearms and explosives, bankruptcies, eriminal records, civil court
records, and motor vehicle dnving records.

Westlaw provides daily smd archived news dating back 15 years. Westlaw also provides
statutes and legal case information and captures public records, incleding criminal
reconds, voler registration records, and public utility reports.

b. How often do investizators nse these databases?

EL}" L

FBI apents and 1As access these databases on a daily basis. The following table reflects the
number of searches conducted by the FBI using several of the above databases in 1Y 2004

Vender FY 2004 Searches
CheicePoint W 1,280,244
Dun and Bradstreet ' 77 472
LexisNexis FUENE 712,137
Westlaw b 14,042

These respontes g cisrrend af of 472913,
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& Ddocs the FRLhave accuracy and security benchmarks thatit nses to evaluate e,
whether to enter a contract with an information broker? What safeguards are in place in case
information provided by these companies turns ouf to be inaccurate?

Response:

Maximizing the qualily and accuracy of the data obtamned from information sources is critical 1o
FBI investigations. Belore contracting with a data provider, the FBI conducts assessments to
determine whether the data will add value to existing analytical processes, and only does
Lusiness with companies with acceptable standards for quality and secunty. The company's
customer list is one measure of quality and sccurity, In addition, because many pubhic source
databases contain addresses, business records, travel information, phone nummbers, and state
drivers' licenses, the FBI uses a varicty of sources of partially overlapping data to cross-check
data accuracy. Because these measures cannol guarantee the accuracy of a given item of
mformation, investigators are instructed to treat public and proprietary data as unvenbed,
investigative decisions are rarely based on a singolar source of mformation, and mtrusive
investigative techniques, such as searches and seizures, must be based on "probable cause”
rather than on isolated preces of miormation.

To enhance securty, FBI contracts include a provision prohibiting public source providers from
monitonng or tracking the searches conducted by the FBL. Vendors are permtled 1o record
only who made the query, when it occurred, the location from which it was made, the type of
query (e, a molor vehicle search or a personal identity search), and whether the search
revealed any responsive records

. Are FBI agents using these databases for subject-bhased searches to track down
information on people who are already suspects, or are they using them to run more open-
ended, data mining searches to look for people who might fit a certain pattern of criminal or
Lerrorist activity?

Response:

The FBI docs not use the public source providers to data rmine or run "open-ended” searches
for people who might it a certain pattem. Public and proprietary databases are accessed only
afler a specific request is received through official government channels predicated by an
intelligence or cnminal investigation. These predicated requests allow the FBI to access public
and proprietary databases that it has a hcense and/or legal authorty (o access
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Ciffice of the Assistant Attormcy Gonesal Washirgeon, DG 20530

June 29, 2005

The Honorable Arlen Specler
Chairman

Committee on the Judiciany
United Stales Senale
Washington, DC 20510

Dear Mr. Chairman:

Please find attached responses to questions for the record posed to Atterncy General
Gonzales following his appearance before the Committes on the Judiciary on April 5,2005. The
subject of the hearing was, “Oversight of the USA PATRIOT Act”™.

With this letter, we are pleased to transmit responses to a majority of the questions posed
to the Attomey General. The Department is working expeditiously (o provide the remaining
responses, and we will forward them to the Committee as soon as possible.

We trust you will find this information helpful. Ifwe may be of further assistance on this,
or any other matter, please do not hesitate to contact this office.

Smcercly,

William E. Moschella
Assistant Attomey General

Enclosures

ce; The Honorable Patrick J. Leahy
Ranking Minenty Member



Questions for the Record
Hearing before the Senate Judiciary Committee on
“OVERSIGHT OF THE USA PATRIOT ACT™
Witness: Attorney General Alberto Gonzales
April 5, 2005

At the April 5™ bearing, Attorney General Gonzales indicated that delayed-notice
warrants under Section 213 had been obtained approximately 155 times.

6. Do you know how many of those cases involved terrorism-related offenses or
terrorism-related suspeeis?

ANSWER: In collecting the information to answer this question, we discovered that, in
previous surveys, some 115, Attorneys’ Offices had mistakenly reported extensions of
delayed-notice search warrants as new warranis, or had reported the same warrant in
mulple surveys while two U.S, Atlorneys” Offices had indicated a single use of section
213 when they had used multiple delayed-notice scanch warrants in 2 single investigation.
These combined crmors caused the numbers that we previouesly reporicd to Congress 1o
shghtly overstate our usc of section 213. To the best of our knowledze, the number of
uses of delayed-notice scarch warrants issued from the enactment of the USA PATRIOT
Act through January 31, 2005 15 153. We hau previously reported 155, At least cighteen
of these warrants mvolved termonsm-related olfenscs or terrorisme-related suspects.

7. Given the ability to conduct covert physical searches under FISA, is Section
213 reallv an important anti-terrorism tool?

ANSWER: Section 213 is a vital aspect of the Justice Department’s strategy of
prevention — detecting and incapacitating terronists before they arc ablc to stnke, rather
than simply waiting for terronists ko mount an attack and then prosocuting them. Ttisa
valuable tool that provides oplions to law enforcement based on the uncertainty of
developments in an ongoing criminal investigation. Although physical searches under
FISA continue to be an option where appropriate based on the facts and circumstances of
the particular case, FISA is not available in domestic terrorism investigations and in cases
in which the investigation develops as an exclusively criminal investigation,



In a letter sent to the Committee on April 4, 2005, (he Department indicated thar,
“im at least 28 instances, jeopardizing the investigation was the sole ground for
seeking court approval w delay notification.”

8. Can vou give specific examples of cases where jeopardizing an investigation
was the sole basis for delay?

ANSWER: In collecting the information to answer this question, we discovered that, in
previous surveys, some U8, Atlomeys” Offices had mistakenly reported extensions of
delayed-notice search warrants as new warrants, or had reported the same warrant in
multiple surveys while two U.S, Attorneys® Offices had indicated a single usc of section
213 when they had used mubtiple delayed-notice scarch warrants in a single investigation.
These combined crrors caused the numbers that we previously reported 1o Congress to
shightly understaie our use of “seriously jeopardizing an investigation™ as the sole ground
for seeking court approval to delay potification. To the best of our knowledge, the
nember of times the Department, from April 1, 2003, through Jameary 31, 2005, has used
“seriously jeopandizing an investigation™ as the only ground cited for delaying notice is
32, not 28 as previously reported.

In addition to Operation Candy Box, which was detailed in our April 4, 2003,
letter to the Senate Tudiciary Commiltee, we are providing seven additional cases below.
It is important to nole that the thirty-two instances cited in our April 4 letter do not equate
to thirty-lwo investigations or cases as certain investigations involved the use of multiple
delayed-notice search warrants.

Example #1: In the Westam Distnct of Pennsylvania, the Justice Department
obtained a delayed-notice scarch warrant for a Federal Express package that contamned
counterfeit credit cands. At the time of the search, it was very important not 1o disclose
the existence of a federal investigalion, as this would have revealed and endangered 2
related Title 11l wiretap that was ongoing for major drug trafficking activitics.

An Organized Crime Drug Enforcement Task Force (OCDETF), which included
agents from the Drug Enforcement Administration, the Internal Revenue Service, and the
Pittsburgh Police Department, as well as from other state and local law enforcement
agencies, was engaged in 2 multi-year investigation that culminated in the indictment of
the largest drug trafficking organization ever prosecuted in the Western District of
Pennsylvania, The organization was headed by Oliver Beasley and Donald “The Chief™
Lyles. A total of ity-one defendants were indicted on drug, money laundering and
firearms charges. Beasley and Lyles were charged with operating a Continuing Criminal
Entesprise as the leaders of the organization. Both pleaded gualty and received very
Icngthy semtences of imprisonment.

The Beaslew/lyles organization was responsible for bnnging thousands of
kilograms of cocaine and heroin into Westem Pennsylvania. Cooperation was obtained
from sclected defendants and their cooperation was used to obtain indictments against



individuals in New York who supplicd the heroin and cocaine. Thousands of dollars in
real estate, automobiles, jewelry and cash have been forfented.

The case had a discernable and positive impact upon the North Side of Pittsburgh,
where the organization was based. The DEA reported that the availability of heroin and
cocaine in this region decreased as the resull of the successlul ¢limination of this major
drug trafficking organization. In addition, heroin overdose deaths in Allegheny County
declined from 138 in 2001 {o 46 in 2003,

While the drug investipation was ongoing, il became clear that scveral leaders of
the drug conspiracy had tics 1o an ongoing credit card fraud opcration.  An investigation
mio the credit card fraud was undertaken, and a scarch was made of a Fed Ex package
that contained frasdulent credit cards. Had the scarch into the credit card fraud
investigation revealed the ongoing dmg investigation prematurcly, lhe drug investigation
could have been serously jeopardized. The credit card investigation ultimately resulted
in several cases meluding US v. Larry Goolshy, Sandra Young (Cr. No. 02-74); US v,
Lasaun Beeman, Devinda Daniels, Anna Holland, Darryl Livsey and Kevin Livsey (Cr.
Mo. 03-43); US v. Gayle Charles (Cr. No, 03-7T); US v, Scott Zimmerman, Llowd Foster
(Cr. No. 03-44). All of the defendants charged with credit card fraud were convicted
cxcepl one, Lloyd Foster, who was acquitted al trial. These cases have now concluded.

Example #2: In the Western District of Texas, the Justice Depariment executed
three delayed notice searches as parl of an QOCDETF wvestigation of a major drug
trafficking nng. The investigation lasted a bitlke over a year and employed a wide vancty
of dlectromic survcillance lechniques such as tracking devices and wirctaps of cell phones
usad by the lcadership.

During the wiretaps, three delayed-notice scarch warrants were executed af the
organtzation’s stash houses. The search warrants were based primarily on evidence
developed as a result of the wirctaps. Pursuant to section 213 of the USA PATRIOT Act,
the court allowed the investigating agency to delay the notifications of these search
warrants. Without the ability to delay notification, the Department would have faced two
choices: (1) seize the drugs and be required to notify the criminals of the existence of the
wiretaps and thereby end our ability to build a significant case on the leadership or (2) not
seize the drugs and allow the organization 10 continue to sell them in the community as
we conlinued wath the investigation. Becausc of the availability of delayed-notice scarch
warrants, the Department was not forced 1o make this choice. Agents seized the drugs,
continecd their mvestigation, and histened to incriminating conversations as the dealers
tried to figure out what had happened to their drugs.

On March 16, 20035, a grand jury retumed an indictment charging twenly-one
individuals with conspiracy to manufacture, distribute, and possess with intent to
distribute more than 50 grams of cocaine base. Nineteen of the defendants, including all
of the leadership, are in custody. All of the search warrants have been unsealed, and it is
anticipated that the trial will be sct sometime within the next few months.
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During this investigation, 2 Title Ill wirctap was obiained for the iclephone of onc
of the lcaders of the organization. As a result of intercepied telephone calls and
surveillance conducted by DEA, it was learned that a load of mamjuana was beng
brought into Minois from Texas. Agents were able to identify the vehicle used to
transport the marjuana. DEA then located the vehicle at 2 motel m the Southem Distnct
of THinois and developed sufficicnt probable cause to apply for a warrant to scarch the
vehicle. It was believed, however, that immexdiale notification of the search warmant
would disclose the existence of the investigation, resulting in. among olher things, phones
being "dumped” and targets ceasing their activitics, thereby jeopardizing potential
success of the wiretaps and compromising the overall investigalion (as well as related
investigations in other districts). At the same time, it was important, for the safety of the
community, to keep the marijuana from being distributed.

The court approved the Department's application for a warrant to seize the vehicle
and 1o delay notification of the execution of the search wamant for a period of seven days,
unless extended by the Court. With this authorily, the agents scized the vehicle in
question (making it appear that the vehicle had been siolen) and then searched it
following the scizure. Approximately 96 kilograms of manjuana were recovered in the
scarch. Thirty-one seven-day extensons lo delay nolice were subseguently sought and
granied due 1o the ongoing investizgation.

As a result of this investigation, ten defendants were ultiimately charged in the
Southem District of lllinois. Seven of these defendants have pled gwilty, and the
remaining three defendants are scheduled for jury tnal begimning on June 7, 2005.

Example £6: In the Eastern District of Wisconsin, in 2 drug traflicking case, a
delaved-notice search warrant was issued under seclion 213 because immediate
notification would have seriously jeopardized the investigation. In this case, the
Department was in the final stages of a two-year investigation, pre-takedown of several
individuals involved in the trafficking of cocaine, The Depariment imitially reccived a
delayed-notice scarch warrant for seven days, and therealtcr received three separate
seven-day extensions, For each request, the Department showed a particularized need
that providing notice that foderal investigators had entered the home being searched
would compromise the informant and the investigation.

Om February 14, 2004, the United States Attomcey’s Offfice for the Easiern District
of Wisconsin requesied a search warrant 1o look for cvidence of assets, especially bank
accounis, af a suspect”s residence 2 well as 1o attach an dectromic tracking device on 2
vechicle mvestigators expected 1o find in the garage. The purpose of the device would be
to track the suspect and observe his mectings in the final wecks before the lakedown.
The warrant also requested delaved notice, based on the particularized showing that
providing notice that federal investigators had entered the home would compromise an
informant and the investigation. The court issued the search warrant and granted the
delayed nofification for a period of scven days. On Febroary 13, 2004, authorized
officers of the United States executed the search warrant on the subject premises.



However, agents were unable to locate the vehicle to install the electronic tracking
device.

Refore the expiration of the initial delayed-notice period, the Department sought
an extension of the delay based on the showing that notice would compromise the
informant and the investigation. The court granted a seven-day extension, but
investigators were still unable to locale the suspect’s vehicle during this time. Durnng
this period, however, five suspects were charged with conspiring to possess more than
five kilograms of cocaine, and arrest warrants were issued for each of the individuals.

After the issuance of the arrest warrants, the Departmicnt sought its third delay in
notice to allow agents to endeavor 1o install the electronic tracking device and Lo attempt
to locate the five suspects. Onece again, the request was based on the showing thal notice
would comprise the informant and the investigation, The courl granted another seven-
day extension, and agents were able to find a location where one suspect appeared o be
staying. After locating the suspect, and before the expiration of the delayed-notice
period, the government requested a separate warrant for this location and for other
locations used by the conspirators. The Department also requested ils fourth and fizal
delay in the notice period to allow agents to execute the scarch warrants sought, and 1o
arrest the suspeets. The court granted all requests and the suspects were subsequently
arresied. As required by law, notice of the scarches was given upon arresl,

Example #7: In the Eastern Districl of Washington, in a drug trafficking and
money laundering case, a delayed-nolice search warrant was issued under section 213
because imumediate notilication would have seriously jeopardized the invesligation. In
this casc, a district judge had authorized the interception of wire and electronic
communications occurring over four cellular telephones that were being used in
furtherance of drug traflicking andfor moncy laundering activities. On December 138,
2004, more than one month after the Drug Enforcement Administration (DEA) regan
surveillance, DEA agents administratively seized a black Ford Fecus owned by one of the
suspeets based on the determination that the vehicle likely contained controlled

snbstances,

On December 21, 2004, the DEA requested a warrant o search the seized vehicle
for drugs, and the court issued the warranl based on the DEA’s anticulation of probable
cause. On the same day, the search warrant was executed on the suspect’s vehicle, which
was still in the DEA's possession pursuant fo the administrative seizure. During the
search, agents located approximately two kilograms of suspected cocaine and three
pounds of suspected methamphetamine. At the time, the service copy of the scarch
warrant was “served” on the vehicle.

[ue to the nature of the investigation, which ineluded the orders authorizing the
interception of wire and electronic communications to and from a number of cellular
telephones, the DEA belicved that both the continued administrative seizure of the
vehicle and nolice of the execution of the scarch warrant would greatly compromise the
investigation. Therelore, the DEA requested an order allowing them to remove the
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served copy of the warrant from the velucle, and delay notice o the owmner for sixty days
in onder to avoid jeopardizing the ongoing criminal mvestigation. The court granted the
order, concluding that immediate potification would compromise a major drug trafficking
and money laundering mvestigation.

Approximately twenty-five individuals have been idicted as a result of this
investigation (eight of whom are still fugitives), and trial is scheduled for this October.

9, Were any of these cases terrorism cases?

ANSWER: Yes. at least two delaved-notice search wamrants based solely on the
“otherwise seriously jeopardizing 2n investigation of unduly delaying 2 tnal”™ ontenon
were isswed in termorism cases. The Depantment, however, cannot disclose any specifics
aboul these warrants as they involve sensilive ongoing investigations.

10.  Conld other bases for delav, such as destruction of evidence or (Tlight from
prosecution, bave applied in these cases?

ANSWER: When seeking delayed-notice scarch warrants, il is conventional for ULS.
Anomcys’ Offices typically list as many bases under 18 US.C. § 2705 as are supported
by the facts of the case in order to justily the delay in providing notice. In the
Department’s expenience, multiple grounds for delay are listod in many cascs. However,
with respect 1o the 32 warrants referenced above, the Depantment requested delayed
notice based only upon the adverse result “otherwise senously jeopardizing an
mvestigation or unduly delaying a inal.™ No arguments were made — and no court relings
were issued - regarding any other adverse result listed in 18 11.5.C. § 2705. Ther=fore, it
is impossible to determine with certainty in hindsight how a court would have responded
to arguments that were not made. However, it is fair to say that prosccutors obviously
thought the adverse result involving “otherwise senously jeopardizing an investigation or
unduly delaying a trial” was the strongest argument for justifying delayed notice. It is
also important to nole that there arc certain adverse effects of immediate notice that
would scriously jeopardize an investigation but would not otherwise mnplicate other
grounds for delaving notice specified in the statule, many of which were present in these
cases.

13.  Can a recipient of an order under Section 215 effectively challenge such an
order, given that the FISA court meets in secret and the law only permits disclosure
to “those persons necessary to produce the tangible things” at issue?

ANSWER: The Department of Justice has taken the position in litigation that a recipient
of a scction 215 order may consult with an attorney and may challenge the order. As the

Attomey General testified, the Department supports amending section 215 to clarify that

a recipicot may disclose receipt 1o legal counsel and that a recipient could seck judicial



review of the production request. In the Depariment’s view, a challenge to a 215 order
should be filed in the FISA court, which consists of Article ITT judges well-equipped to
assess the merits of such a challenge, and capable of handling such a challenge while
safegnarding sensitive information,

14.  Given the extraordinary nature of FISA investigations—the necessary
secrecy and the possible lack of any underlying criminal violation—isn’t it
reasonable to require a standard beyond simple relevance for orders issued
pursuant to Section 2157

ANSWER: FISA is used only in investigations of international terrorism and clandesting
intelligence activities, as well as o oblain foreign intelligence information, and rmsing
the standard to something higher than relevance would unduly hamper these serious
investigations. Just as grand jury subpocnas are used in the criminal context, section 215
is used in the carly stages of national security investigations. The relevance standard is
needed in the beginning to obtain evidence to determine whether additional investigation
is justified, as is the case in criminal investigations, This purpose would be defeated if
the standard were higher than relevance.

Suppose, for example, investigators sought to eliminate a potential target from
suspicion and could do so through examination of business records. Requining
investigators to demonstrate a higher standard than that required for a grand jury
subpoena could very well prevent investigators from obtaining the section 215 order m
that situation. We should not make it more difficult to conduct national security
investigations under FISA than it is to investigate ordinary crimes.

Section 215 already provides significant safeguards, while permitting
investipators to use this preliminary investigative tool effectively. First, while the
relevance standard for obtaining a section 215 order is the same standard that governs
grand jury subpoenas, unlike in the grand jury context, invesligators must obtain court
approval for a section 215 order. Second, & section 215 order has a narrow scope and
may be used only (1) “to obtain foreign intelligence information not concerning a United
States person”; or (2) “to protect against international terrorism or clandestine
intelligence activities.” It cannot be used Lo investigate ordinary crimes, or even
domestic terrorism, whereas a grand jury subpoena can be used to obtain business records
in investigations of any federal crime. Third, section 215 explicitly protects First
Amendment rights, providing that the investigators cannol conduct investigations "ol a
United States person solely on the basis of activities protected by the First Amendment to
the Constitution of the United States.” Finally, the use of section 215 is subject to
congressional and judicial oversight.

Title 18 U.5.C. § 2709, authorizes the nse of National Securily Letters (“N5Ls") to
abtain subscriber information, toll records or electronic communication
transactional records from wire or electronic communication service providers.



Seetion 505 of the PATRIOT Act lowered the standard for NSLs to require only
ihat the records sought be “relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities.” Last year, .5,
District Judge Victor Marrero held 18 U.S.C. § 2709 unconstitutional. Doe v.
Asheraft, 04 Civ, 2614 (5.D.N.Y. September 2004). Specifically. Judge Marrero held
ihat the permanent non-disclosure mandate and the lack of available judicial review
violated the First and Fourth Amendments, respectively.

18, Would vou support legislative language making it clear that NSLs are
judicially reviewahle?

ANSWER: The Department of Justice is aware of two Senale bills that enable judicial
review of NSLs: the Electronic Communications Privacy Judicial Review and
Improvement Act of 2005 (5. 693), and the SAFE Act {S. 737). The Admimslrahion 15
carefully reviewing these propesals and has not taken a position on either piece of
legislation. The Department, however, has stated in litigation that an entity or person
served with an NSL can challenge the request either: (1) as a defense to any enforcement
procecding commenced by the United States in the face ol non-compliance; or (2)
thraugh a pre-production action to enjoin enforcement.

19. Would you support legislative language limiting the scope of the non-
disclosure requirement for N5SLs?

ANSWER: As stated above, the Deparlment of Justice is aware of two Scnate bills that
wonld change the non-disclosure requirements accompanying NSTs: the Electronic
Communications Privacy Judicial Review and Improvement Act of 20035 (5. 693), and
the SAFE Act (5. 737). The Administration is carefully reviewing these proposals and
has nol taken a position on cither piece ol legislalion.

In general, the Department helieves that the nondisclosure requirement
accompanying NSLs serves a very imporlant purpose because it s critical that terrorists
and spies are not tipped ofT prematurely about intelligence investigations. Otherwise,
they or their conspirators may flee, key information may be destroyed before the
government’s investigation has been completed, or the plot may be expedited.
Furthermore, were information identifying the targets of intermational terrorism and
espionage investigations revealed, according to the D.C. Circuit, such disclosurcs would
“inform terrorisis of both the substantive and geographic focus of the investigation[,] . .
would inform terrorists which of their members were compromised by the investigation,
and which were not[,] . . . could allow terrorists to betler evade the ongoing investigation
and more casily formulate or revise counter-efTorts . . . [and] be of great use to al Qacda
in plotting future lerrorist altacks or intimidating witnesses in the present investigation.”
Center for National Security Studies v. US. Department of Justiee, 331 F.3d 918, Y28-29
(D.C. Cir. 2003). The Department has stated in litigation, however, that current law
allows the recipient of an NSL to consull an atlomey regarding the request for records.



Follow u nestions from Senator Kennedy

Border vigilante groups continue to engage in unlawful conduct including use of
force along the Southwest border to stop illegal immigrants. Federal, state and local
law enforcement apparently can’t handle the problem, so vigilante groups took the
law into their own hands. They recruit volunteers, provide weapons and
camouflage, and organize illegal operations. Lawsuits have been filed against them,

but they don’t stop.

Dozens of similar unlawlul incidents have been reported to local law
enforeement authorities in a single border county in Arizena, but no action is taken.

22, Daoes the Department of Justice have a policy on vigilantes? ITow will the
FRI guard against vigilantes, or simply look the other way? What about oulright
crimes? Do they have immunity? Can laws really allow it to continue as a “no-
man’s” land? Please provide copies of any policies or regulations regarding
vigilantes and an update on the sitnation along the Arizona-Mexico border.

ANSWER: It is the FRI's position that the enforcement of federal criminal law is the
sole responsibility of federal law enforcement agents, and that private citizens are not
authorized to exercise this authorily. The FBI does, however, welcome and often solicit
the assistance of privale citizens, provided this assistance does not amount to the direel

enlorcement of federal law.

If the FBI receives credible informaltion that private citizens are violating the civil
rights of other persons in the United States (regardless of the nationality of the viclims),
the FEI will not "look the other way." The FBI takes its historical responsibility for Civil
Rights enforcement serjonsly. If circumstances indicate a federal criminal violation,
including a violation of Chapterl3 of Title 18 of the U.S. Code (the Civil Rights chapter),
an investigation will be opened lollowing consultation with the Department’s Civil
Rights Division and the appropriate U.S. Attomey's Office. 1f circumstances indicale
violations of state law, such as simple assanlt or unlawiul detention, the matter is referred

to state authonbics

Absent an indication that activities violate federal or state criminal law, the FBI
has no authority to interfere with lawful activities. The FBI has not granted immunity to
these border groups and, because only the ULS. Attorney or one of his or her assistants
may do so, we know of no plans or basis for such a grant in the future.

The FBI has produced no policy papers or regulations regarding vigilantes.
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In recent months, we've seenm many reports that the federal courts are inundated
with immigration cases. Immigration appeals accounted for 3 percent of the federal
circuit court workload in 2001. By 2003, that percentage had seared to 15 percent,
and in certain courts of appeals, the percentage is 30 percent. Increases have been
so large that many federal judges have expressed grave concerns about their ability
to properly review these cases.

This problem traces back to 2002, when Attorney General Asheroft issued
regulations ordering the Board of Immigration Appeals to reduce its backlog of
asylum and deportation eases, To specd up the process, the regulations allowed one
Roard Member to review cases, rather than three-member panels. A single member
could issue a decision, without any explanation. The regulations alse reduced the
size of the Board from twenty-threc members to eleven. The federal courts are left
with ihe task of sorting through the cases. Critics of this “streamlining process™ say
that meaningful adminisirative review has been elimipated. One federal judge said
that the immigration decisions by the Board as are “so inadequate as to raise
questions of adjudicative competence.”™

Mr. Asheroft claimed that this sireamlining will save money, yet, the cost
burden has now shifted to the federal courts. These courts are now remanding
more cases (o the Board for further review, finding erroncous decisions, or linding
that the Board impeded judicial review by failing to indicate the basis for affirming
an immigration judge’s decision.

23. You indicated that once you are confirmed as Attorney General, you plan to
review the procedures being followed by the Board of Immigration Appeals (BIA).
Have vou addressed this problem? What changes will vou propose to restore the
integrity of the Board of Immigration Appeals?

ANSWER: The Board of Immigration Appeals has a difficult and challenging mission,
and it always takes on that muission with intcgnity. The pamary goal of the streamlimng
reform was 1o institele a system at the Board where cases could be decided more quickly
without sacrificing the quality of the appellate review process. Specifically, the
regnlabion was designed to eliminate unnecessary delays in the adpudication of appeals,
thereby reducing the backlog of pending cases and permitting the Board to focus its
attention on more complex and precedent-setting cases. The purpose of this
"streamlined” approach was, on a timelier basis, to remove the cloud of uncertainty over
the heads of those aliens who were legally entitled to stay in this country, and to issue
final orders of removal (i.e., deportation orders) against those aliens who were here
illegally, some ol whom posed a threat to our nation.

Some have argued that the BIA s use of aflirmances without opinion (AWOs) is
the cause of the increase in the rate of appeal, because alicns are not satisfied with those
decissons. However, only zbout onc-third of the BIA s decisions are AWQs. (And we
notc thal n wsuing an AWO, the BIA specifically has endorsed the result of the
immigration judge's decision, which is an individualized finding of fact and apphication
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of law to the case. Therefore, we do not believe it is accurale to claim that aliens arc left
without a reasoncd decision in their cases.) Other observers, including circmt court
judges, have noted that there is a powerful incentive for an alien who is in this country
illegally to file an appeal with a circuit court: namely, delay of his removal. It would
stand 1o reason that the elimination of administrative delays would invite aliens to pursue
other avenues of postponing their removal from the United States.

Although the number of cases being appealed Lo the circuit courts has increased in
recent years, there has not been any increase in reversal or remand rates from the federal
courls. To the contrary, as explained below, the cireuit courts have been affirming the
decisions of the BLA at a higher rate than before the adoption of the sireamlining reforms.
It is true that some courts have been remanding several kinds of AWO cases to clarify the
hasis of the Board's affirmance. However, the Board has been working closely with the
federal courls in this process, and has issued instructions to Board Members not to affirm
those kinds of cases without opinion in the futare.

24, For example, what types of transparcncy or quality control, if any, will you
build inte the system fo cosure that appeals subject to single member summary
affirmances conform to the regulations?

ANSWER: The Board is properly using its AW powers and is in compliance with the
regulation. Further, the Board already has internal guidelines and review procedures that
have proven remarkably effective. This is not o say that 100 percent of the Board's
decizsions are error free; few, if any, courts or other adjudicative bodies would make such
a claim. When errors do occur, the Board always welcomes the opportunity to correct
them. Motions to reconsider are the most effective means to call apparent errors Lo the
Board's attention, and they are welcomed as such. However, the Board's crror rale 1s
remarkably low given the number of decisions it renders cach year {approximately
48,000 in fiscal year 2004). For cxample, in the first half of fiscal year 20035, the Board
decisions were affirmed in approximately 20 percent of the cases where alicns sought
review through filing a pelition lor review.

25. What standard, if any, should determine whether a single member may
simply affirm the immigration judge decision, or must issue a briel opinion as
permitted under the regulations?

ANSWER: The standard is set forth in the regulation in 8 C.F.R.§ 1003.1(e){4):

{4) Affirmance without opinion, (i) The Board member to whom a
casc is assigned shall affirm the decision of the Service or the immigration
judge, without opinion, if the Board member determines that the resull
reached in the decision under review was correct; that any errors in the
decision under review were harmless or nonmaterial; and that (A) The
issues on appeal are squarely controlled by existing Board or federal court
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precedent and do not invelve the application of precedent to a novel
factoal siteation; or (B) The factual and legal issues raised on appeal are
nol so substantial that the ease warrants the issuance of a written opinion
in the case. (i) 1 the Board member determines that the decision should be
affirmed without opinion, the Board shall issue an order that reads as
follows: "The Roard affirms, without opinion, the result of the decision
below. The decision below is, therefore, the final agency determination.
See § CEFR 1003, 1(c)(4)." An order allirming without opinion, issued
under authority of this provision, shall not include further explanation or
reasoning. Such an order approves the result reached in the decision
below: it does not necessarily imply approval of all of the reasoning of
that decision, but does signify the Board's conclusion that any errors in the
decision of the immigration judge or the Service were harmless or
nonmaterial {5) Other decisions on the merits by single Board member. If
the Board member to whom an appeal is assigned determines, upon
consideration of the merits, that the decision 15 not appropnale for
affirmance without opinion, the Board member shall issue a bnef order
affirming, modifying, or remanding the decision under review, unless the
Board member designates the case for decision by a three-member panel
under paragraph (2)(6) of this section under the standards of the case
management plan. A single Board member may reverse the decision under
review if such reversal is plainly consistent with and required by
intervening Board or judicial precedent, by an intervening Act of
Congress, or by an intervening final regulation. A motion to reconsider or
to reopen a decision that was rendered by a single Board member may be
adjudicated by that Board member unless the case is reassigned Lo a
three-member panel as provided under the standards of the case
management plan.

Thus, if 2 Board Member determines that the above regulalory crileria are met,
the Board Member is required to issue an AWO. As noted, however, the majonty of
Roard decisions are not AWOs, bul rather are orders that contain some explanation of the
reasons for the Board's disposilion.

26, How will you deal with eriticism by the federal courts of the guality of
decisions made by the Board and immigration judges? What steps will you take to
correct the legal errors by some immigration judges, and correct the Beard
streamlining errors?

ANSWER: While some courts have expressed occasional eriticism regarding Board and
immigration judge decisions, such criticism has been relatively rare and, 1o a certain
cxtent, it has been based on a misunderstanding of the nature and effect of the Board's
procedural reforms. The federal courts review many thousands of immigration cases
each year, and those courts that have voiced some criticism of Board and immigration
judge decisions continue to sustain an overwhelming majority of those decisions. In FY



2004, for example, the agency's determinations were sustained by the courts i more than
9% of the cases decaded. and this rate actually has increased since the Board adopted its
"streamlining” reforms. These statistics underscore the fact that the agency’s decisions
arc of extremely high quality.

Further, the Board's reforms have sustained the [aimess of the adjudicatory
process. An immigration case that is "streamlined” 15 still reviewed by the Board, so
cach alien continues to have both trial and appellate consideration o his or her clauns at
the administrative level. Cases are "streamlined” when the Board concludes that the
immigration judge’s decision is sufficient and there is no need to write a separate opinion.
For the reasons fully explained when the reforms were adopted, this allows the Board to
rationally allocate its limiled resources in the face of an increasing number of appeals
filed with the Board each year (approximately 43,000 in FY (4).

The Department has taken a number of measures to ensure that Board and
immigration judge decisions are sound. The Board is working closely with the circut
courts, and provides timely guidance to staff in the wake of important court decisions o
mzke sure that these precedents are being followed.  Although resources are limited, the
Board also offers ongoing training to staff and has long-standing pre- and
post-adjudication quality control measures in place. For those admimistrative decisions
that are challenged in federal court, the Civil Division's Office of Immigration Litigation
{OIL) makes an independent determination whether the Board or immigration judge’s
decision has defects that would preclude proper judicial review. Such cases are
remanded to the agency. OIL shares with the immigration agencies all federal court
decisions, and mects regularly with the Executive Oflice of Immegration Review and the
Department of Homeland Security to discuss the judicial review process, including such
comments and criticisms as the courts may make. OIL also mccts with the courts to
discuss their concerns regarding the immigration docket. This constant and
comprehensive dialogoe ensures that problems are seatified and resolved, and that the
immigration agencics continue (o improve the process by which we decide our

As a final note, it is important to take info account the successes that the reform
regulation has had, particularly in minimizing delays in the adjudicative process. The
interests of justice are not served by delay in the context of immigration proceedings.
While aliens who do not merit reliel from removal may welcome postponement of
deportation, no one would agree that this is a proper goal in the administration of this
nation's immigration laws. By contrasi, those aliens who do ment relicf clearly benefit
from receiving that relief as promptly as possible. And delays in adjudicating cases
involving detained aliens have enormous fiscal and human costs.  While reasonable
minds may difler on the means to achieve it, tmeliness is an important function in any
adjudicatory context.
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Recent news reporis indicate that President Bush is considering 2 major
resiructuring of the Justice Department (hat would create a new national security
division in an effort to consolidate terrorism investigations. Although the idea aims
to streamline the handling of terrorism cases, it raises serious civil liberties
concerns. There are inherent checks on abuse if different supervisors within
different divisions, who bring unique perspectives, are forced to collaborate in a
single effort. T all terrorism matiers are brought under one roof with a single chain
of command, the potential for abuse is heightened. The dangers are greater becanse
PATRIOT Act provisions require so little outside oversight of terrorism

investigations.

I'm worried that consolidation may lose the expertise developed by the
individual components. For cxample, immigration and civil rights matters that
involve trafficking in persons or domestic hale groops may overlap with terrorism
investigations. Yet, the methods of investigation and prosecution of those types of
cases are specialized.

Moving those types of cases away lrom the divisions which currently handle
them runs the risk of losing the experience of those senior lawyers amd supervisors
who will remain in those divisions performing non-terrorism related work.

27. How far along are you in plans lo re-structure the Justice Department?

ANSWER: I is imperative that the Department of Justice, along with all other fodarzl
agencics, periodically reassess whether changes 1o the way they oparate would allow
them to be more effective in fullilling thewr obligations to the American people. Absent
such penodic reapprassals, an agency's structure, pohicics, and operaing procedures are
determned in part by inertia; with such reappraisals, the agency can either validate ils
existing operational methods or respond promptly and agilely to chang,r:tl circumstances
that call for modified methods of fulfilling ils mandate.

With that in mind, the Department of Justice has undertaken a comprehensive
review 1o consider whether a departmental reorganization more closely aligning certain
components with primary responsibility for national sccurity would better serve 1o prolect
the hives and hberty of the Amencan people. As vou know, the bipartisan Commission
on the Intelhgence Capabilitics of the United States Regarding Weapons of Mass
Destruction {“WMD Commission™) recommended that the “Department of Justice’s
pomary national secunty elements—the Office of Intelligence Policy and Review, and
the Counterterrorism and Counterespionage Scctions of the Criminal Division—should
be placed under a new Assistant Attorney General for National Security.” (WMD
Commission Report (unclassified version) at 471.)

The Administration is still reviewing the Commission’s recommendations. We
can assure you that no restructuring of the Department of the comprehensive sort
recommended by the WMD Commission will go forward absent a decision by the
Presadent and consultation with the Congress.
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28, Do you have a sense of what changes would be made if re-structuring oceurs?
What are they? What is being considered?

ANSWER: It would be premature to speculate as to any changes that might be made as
a result of the Department’s comprehensive review and the Administration’s
consideration of the recommendations of the WMD Commission. A reorganizalion
along the lines recommended by the WMD Commission is certainly under consideration.

29,  Have vou considered the civil liberties implications? What issues have you
identified? How would you address them?

ANSWER: The Department takes very seriously any consequences for civil liberties
that might result from a departmental reorganization, Consideralion of any such
consequences is an integral part of the Department s internal review of any propasal to
reorganize the Department. We will fully consider the ramifications that a restructuring
may have for Americans® civil libertics, and we will take concrete sleps o forestall any
deleterious effects if a restrucluring is implemented.

3 Given the risks, don®t vou think you should have to concretely demonstrate
the benefit that would come from re-structuring beflore it takes place? Ata
minimum, shouldn’t you have (o provide details about any problems you are
encountering now so that the cost-benefit analysis is clear?

ANSWER: The Department will not seek 1o reorganize itsell unless the proposed
restructuring will serve to further protect the lives and liberties of Americans. Such a
decision would be premised on an assessment that the proposed reorganization will
render the Department more effective in fulfilling ils obligations to the American people

than it is now.

During the April 6, 2005 hearing, I asked Director Mueller about the Government
Accountability Office report regarding authorizing gun purchases by people on
federal law enforeement watch lists. I'd like your responses to the same questions.
The GAO found that a total of forty-four firearm purchase attempts were made by
individuals designated as known or suspected terrorists by the federal government
from February 3 through June 30, 2004, Tn thirty-five cases, the FBI specifically
authorized the transactions to proceed because field FBI agents were unable to find
any disqualifying information (such as felony convictions or illegal immigrant
status), within the federally prescribed three business days. Tn a response to a
recent inguiry by Senator Lautenberg, mysell, and other Senators, you indicated
that the Justice Department was convening a Working Group to study the GAO
report and existing law and regulations.
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311.  Should the FBI be in the business of anthorizing the transfer of guns to
people on terrorist watch lists?

ANSWER: The FBI applies and enforces the laws as enacied by Congress. Under the
Gun Control Act, Congress has established the foderal critenia on which the FBI may
deny the transfer of a fircarm by a Federal Fircarms Licenses requesting a NICS check.
These prohibiting criteria are set forth in 18 U.S.C. 922(g) and (n). The fact that an
individual has been included in the Violent Gang and Terrorist Organization File
(VGTOF), the FBI's database on persons suspected of a connection with termorism, 15 not
a basis on which, under existing law, the FBI may deny the transfer of a flircarm. The
FBI is taking all the steps it can consistent with current law to seck to determine whether
any individual in the VGGTOF seeking to acquire a fircarm is a prohibited person. Unless
there is a legal basis on which to deny the transfer, i, the individual is prohibited from
acquiring a fircarm under current law, the FBI must allow the sale to proceed.

32, What will be the exact scope of the Warking Group’s review? Will the
review inclode an examination of the reliability of the terrorist watch lists? When
do you cxpect that the review will be completed and that a report will be released?

ANSWER: The Working Group has been directed to review the current process relating
to NICS checks hitting on records i the VGTOF and fo determine whether to
recommend changes to that process or existing law. The Working Group was formed in
response o the GAQ report on the acqmsition of fircarms by persons in the VGTOF and
i5 nod revicwing the reliability of that file or of any other watch hist. The Altomey
Cieneral expects o receive the resulls of the Working Group's cfforts shortly.

A significant issue on which the Department has been unfortunately silent: the need
to expand the ability of federal officials lo prosecute hate crimes, Llate erimes are a
violation of all our country stands for. They send the poisonons message that some
Americans deserve to be victimized solely because of their race, religion, or sexual
orientation. They are crimes against entire communities.

In the last Congress, the Senate approved bipartisan legislation against hate
crimes by a vote of 65 to 33. The House voted 213 to 186 to instruct its leadership to

support the Senate bill. Neovertheless, House conferees on the Defense Anthorization
Bill had the legislation stripped out of conference.

33. Wil you publicly suppert the expansion of the hate crime statute? If
introduced in this session, will you support the specific legislation that was
introduced by Senator Smith and mysell, 5.966, in the 108 Congress?

ANSWER: The Department appreciates the leadership that both you and Senator Smith
have shown on this issue. This Admimsiration believes that violenl erime, whether
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mativated by prejudice or animus, should never be tolerated. Bias-motivated crimes arc
specifically prohibited by many States and are proseculable as vinlent crimes under
cxisting law in all States. This Administration is committed to investigating and
prosecuting bias-motivated crimes, at the Federal level, to the fullest extent of federal

Lo,

The Department has stated in respense to prior inguirics that President Bush

indicated during the 2000 Presidential campaign that he supported the hate crimes
legislation introduced by Senator Hatch in the 106th Congress, which shared several
features with S, 966. Those common features include provision by the Attorney General
of assistance in the investigalion or prosscution of any violent crime that constitutes a
felony and is motivated by animus against the victim by reason of the membership of the
viclim in a particular class or group; grants by the Attorney General to State and local
entitics to assist in the investigation and prosecution of such crimes; and the
appropriation of $5 million for the next two fiscal years to carry out the grant program.
The Department would need to review any other legal and policy issues raised by
changes to the Federal eriminal code before we are able to comment further.

Two weeks ago, the American Civil Liberties Union released a September 14, 2003,
memo from Lieutenant General Sanchez that autherized interrogation methods for
use in Iraq. The memo authorized the use of military working dogs to exploit Arab
fear of dogs, the use of *yelling, lond musie, and light control” to create fear, and the

use of sleep management and stress positions. In his testimony before the Senate
Armed Services Committee on May 19, 2004, Senator Jack Reed asked the following

question:

“Ceneral Sanchez, today’s USA Today, sir, reported that you ordered or
approved the use of sleep deprivation, intimidation by guard dogs, excessive noise
and inducing fear as an interrogation methed for a prisoner in Abu Ghraib prison.
Is that correct?”

General Sanchez replied, “Sir. that may be correct that it’s in a news article,
but I never approved any of those measures (o be used within CJTF-7 at any time in

the last year.”
38,  The ACLU sent vou a letter last Thursday urging you to open an

investization into whether General Sanchez commiited perjury in his sworn
testimony before the Senate Armed Services Committee. Do you intend to open an

investigation into this matter?

ANSWER: Please sce answer to question 39, below.

39.  If so, please provide the details of the intended investigation. I not, please
explain why not.
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ANSWER: We are in receipt of the information, and it would be inappropnate to
comment al this tme. All allegations of misconduct by officials of the United Stales
government are taken senously and all such matlers are handled famly, appropnately, and

impartially.

As | understand it, under current law, there are no requirements for the Justice
Depariment to report on the use of these orders. That is, the FBI never has to tell
Congress or the public how many of these National Security Letters have been
issued, what type of information is sought, what kind of recipients are targeted.,
whether the information is used, at all, or whether it is turncd over to other
agencics. There are few reporiing requirements for surveillance orders cither. Asl
understand it, the Intelligence Reform Act requires the Justice Depariment to
report the number of FISA orders every six months in broad categories, such as
physical search, or wirctaps, or pen registers. There are no requiréments to report
what type of things are sought, what kind of recipicnis were targeted, or whether
the information was useful.

Why shouldn’t the American people know what the FBL is doing? We know
that policy-making afier 9/11 involves a delicate balance between liberty and
security.

57.  low can the nation have an informed debate aboul where to draw the line
oaless we know what's bappening? Woulda't it be uscful for Congress and the
American people to know il. say, ninery perceat of all these orders were used o
obtain medical records? Or that half of all them are used (o obtain credit reports?

ANSWER: The FBI regularly reports to Congress the number of National Security
Letters (NSLs) issned under every statutory grant of authonity except 15 U.S.C. §§ 1681w
(credit reports), which does nol mandate reporting.

Sermiannually, the Department repornts the usage of FISA 1o the Intelligence
Committees through the Attomey General's Report on Electronic Surveillance and
Physical Scarch under the Foreign Intellipence Surveallance Act. That report, whach is
classificd, is quite detatled.  Although we agree that Congressional oversight commitiees
need information as to how the USA PATRIOT Act and other intelligence tools have
been used in order to make informed decisions on whether modifications should be made,
the classified semiannual report on the use of FISA cannot be made available 1o the
general public without compromising national security.

The Attorney General declassified the number of times the FBI had oblained
section 215 orders as of March 30, 2005, and adviscd that a section 215 order had not
been used to oblain medical records. NSLs are not available excepl to obtain the narmow
calegones of information discussed above, which do not include medical records.
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We all know that success in intelligence is difficult to demonstrate. Unfortunately, it
is usually only the failures and disasters that people learn about. The PATRIOT
Act asks us to give up some liberty in erder to gain — hopefully — more security.

55. Aren’t we entitled to know, in a concrete way, that the sacrifices are worth
it? Shouldn’t we at least know how the information obtained is being used and
whether it is actnally making ws safer?

ANSWER: The Department uses the USA PATRIOT Act (“the Act™) as a tool to
effectively investigate individuals and groups involved in acts of terrorism and ta provide
this information to the law enforcement and intelligence communitics., This raw
intelligence not only provides sccurity, but also ultimately protects individual liberties.
For example, while the public has been made safer through the availabihty of grand jury
subpoenas to investigate criminal acts, this tool is not available with respect to national
security investigations. The Act permits the use of investigative tools similar to the grand
jury subpoena, including National Security Letters (N5Ls) and business record orders, for
these national security investigations and permits criminal and counterintelligence
investipators to share the information oblained through their separate investigations,
Recause these tools permil the acquisition and sharing of information that may only be
meaningful when aggregated with other information oblained using criminal investigative
tools provided oulside the Act, it is impossible to correlate the issuance of an MN5L or a
business record order with the success of a counterterrorism invesligation, since Lypically
no single picce of information determines the success of an investigation.

An example of how the USA PATRIOT Act has enhanced the government's
ability to address national security matlers is provided by the authority afforded by
section 215 of the legislation. Prior to the passage of the Act, it was difficult for the
govermment Lo oblain court orders for access to business records and other tangible ilenms
in connection with national security investipations. Such records, for example, could be
sought from only common carriers, public accommodation providers, physical storage
facility operators, and vehicle rental agencies. See 50 US.C, §§ 1861-1863 (2000 ed.). In
addition, intelligence investigators had to meet a much higher evidentiary standard to
obtain an order requiring the production of such records than prosecutors had to meet to
obtain a grand jury subpoena to require the production of those same records in a
criminal investigalion, See id.

Section 215 of the USA PATRIOT Act made several important changes to the
FISA business records authority so that intelligence agents and analysts are better able to
obtain critical information in important national security investigations. For example,
just as there is no artificial limit to the range of items or types of entities that criminal
proseculors may subpoena, section 215 now allows the FISA Courl (o 1ssue orders
requiring the production of any business record or tangible item. Similarly, just as
prosccutors in a eriminal case may subpoena any item so long as it is relevant to their
investigation, so loo may the FISA Court issue an order requiring the production of
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records or items that are relevant to investigations to profect against intermational
terrorism or clandestine intelligence activities.

Section 215 changed the standard to compel production of business records under
FISA to simple relevance and expands this authority from a limited enumerated hist of
certain types of business records (i.e. hotels, motels, car and truck rentals) to include “any
tangible things (including books, records, papers, documents, and other items) for an
investigation to protect against intemational terrorism or clandestine intelligence
activilies, provided thal such investigation of a United States person is not conducted
solely upon the basis of activitics protected by the first amendment to the Constitution.™

As poted above, many of the authonties provided by the USA PATRIOT Act o
deal with terronsts have long been available to prosccwtors to deal with ordinary
criminals. An additional example of how the Act enhanced the government’s ability to
address national security matiers is provided by the authonty alfordsd by section 206 of
the legislation. Section 206 provides mternational terrorism investigators with an
authority long possessed by cniminal investigators. In 1986, Congress authorized the use
of multipoint or "roving” wiretaps in coiminal investigations, Before the Act, however,
these orders were not available for national secunty mvestigations under FISA.
Therefore, when an international terromist or spy switched telephones, investigators had to
retum to the FISA Coun for a new surveillance order and rigked missing key
conversations. Section 206 fixed this problem by authonzing multipomnt surveillance of
an intermational terrorist or spy when a judge finds thal the targel may take acbhon to
thwan surveillance and has proven effective in monitonng icmonsts and spics, who are
trained in sophisticated countersurverllance lechmiques.

Finally, the Depastment of Justice remains very concemed about any allegations
of abuse of the tools provided in the USA PATRIOT Act. We acknowledge and are
pleased to assist in Congress' active oversight of the Department's use of the tools
contained in the Act. As Congress decides the fate ol these tools, however, we hope that
it does so in a thoughtful manner and in response to real concerns, not as a reaction to
baseless allegations. Recently, Senator Dianne Feinstein shared with the Department of
Justice correspondence from the Amenican Civil Liberties Union (ACLU). That
comrespondence was in response to the Senator’s request for information regarding
alleged “abuscs™ of the USA PATRIOT Act. The Departimend revicwed the ACLU's
allegations and our review demonstrated that each matter ciled by the ACLL ather did
not, in fact, involve the USA PATRIOT Act, or was an entirely appropriate use of the
Act The Department then sent a letier addressing these allegations 1o Senator Feinstein.

We understand that there will seon be a vacancy in the Executive Office for the U.S.
Trustees (EOUST) because Larry Friedman is resigning, The sclection of the next
Director of the Executive Office will be a very important decision due to the changes
in the system cansed by the new bankrupley legislation,

59.  What standards and qualifications do You intend to apply in the appointment
process for the mext Trustee?
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ANSWER: One of the Attomey General’s priorities is to appoint individuals of the
highest ability and strongest cthical and professional integnity to serve in key
administrative positions in the Department of Justice, These criteria will be applied in
the selection of the next Director of the Executive Office for United States Trustees. The
next Director will possess the experience and qualifications necessary 1o enable him or
her 1o Jead the Executive Office for United States Trustecs in ils mission to promote the
faimess and cifectiveness of the Amencan bankrupicy system. That mission will include
mmplementation of the recently sipned Bankropicy Abuse Preventon and Consumer
Protection Act of 2005,

&0, Will you be willing to discuss this matter with the members of the Judiciary
Committee before vou make a decision?

ANSWER: Although the Attorney General is pleased to answer questions regarding the
appointment process, it is not the practice of the Deparlment of Justice o discuss
candidates for senior appoiniments with members of Congress prior o selection. OF
course, we welcome your views and those of vour colleagucs as consideration is given o
the appointment of semior Depariment of Justice officials.

Section [1061] of the Intelligence Reform and Terrorism Prevention Act of 2004
establishes a civil liberties oversight board that shall be composed of a chairman, a
vice chairman, and three additional members appointed by the President. The
chairman and vice chairman shall each be appointed by the President, by and with
the advice and consent of the Senate,

6l. Will you consult with the majority and minority members of the Senatce
before aiding the President in selecting members of the Board?

ANSWER: The Depariment docs not have a role in the selection of members of the
boand.

[ . What is the status of the Administration™s efforis to select Board members?

ANSWER: Although the Department did not have a role in selecting members of the
Privacy and Civil Liberties Oversight Board ("the Board™), we understand that on June
10, 2005, President George W. Bush announced his intentions to nominate the following
two individuals and appoint threc other individuals to serve on the Board, The President
intends to nominate Carel E. Dinkins, of Texas, to be Chairman of the Privacy and Civil
Libertics Oversight Board; and Alan Charles Raul, of the District of Columbia, to be Vice
Chairman of the Board. The President also indicated his intention to appoint the
following three addiional members of the Board: Lanny ). Davis, of Maryland, Theodore
B. Olson, of Virginia; and, Francis X. Taylor, of Maryland.
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Follow westions from Senator brin

The government has the authority to request certain information from certain
cotities and individuals pursuant to each of the following authorities: Section 2709
of Title 18 of the United States Code, Section 1114(a)(5) of the Right to Financial
Privacy Act of 1978 (12 US.C. 3414(a)(5)), Section 625 of the Fair Credit Reporiing
Act (15 US.C. 1681u). and Scction 626 of the Fair Credit Reporting Act (15 US.C.
1681v). For the last three calendar years (2002, 2003, and 2004), with respect to cach
of these authoritics:

63.  How many requesis has the government made?

ANSWER: We would first like to clarify that three of the statlues listed in your question,
namely 18 1L.5.C. § 2709, the Right to Financial Privacy Act of 1978 (12 U.S.C. §
3414(a)5)), and Scction 625 of the Fair Credit Reporting Act (15 US.C. § 168]1u),
authorize only the FBI to issue requests for records throngh NSLs under these statutory

PIOVISIONS.

Information regarding NSLs, incloding the number of requests made pursuant to
these authoritics, is classified. However, as required by stamate, the use of NSL
authorities 15 subject to extensive reporting requirements lo and oversight by several
commiltees of Congress. The Senate Select Committes on Intelligence and the House
Permanent Select Committee on Intelligence receive reporting under 183 ULS.C, § 2709,
the Right to Financial Privacy Ael, and the Fair Credil Reporting Acl. The Senale
Banking, Housing, and Urban AfTairs Committee and the House Financial Services
Commillee reccive reporting nnder the Fair Credit Reporting Acl. The Senale and House
Judiciary Committees receive reporting under 18 U.S.C. § 2709. The Department
transmitted these reports 1o the respective Commuttees on December 16, 2003, Junc 29,
2004; and most recently on Apnl 28, 2005. Therefore, Congress currently has all
information that is required under the relevant statutes. We acknowledze that certain
reports were not filed within the exact statutory Umcframe and efforts are underway to
ensure contmued accurate and timely filing. It is our understanding that these reports are
available for review by any Scoator and by appropriately cleared staff with a need to
know through the Commitlees that receive them.

Additional classified information responsive to this question is supphed under
separale cover.

&4.  How many requesis were made by the Federal Bureau of [Investigation] and
how many were made by other government agencies?

ANSWER: Please soe above response lo question 63,



5. With how many requests did recipients fail to comply?

ANSWER: The Department does not keep statistics regarding non-compliance with
MNSLs. According to the FBI, non-compliance is a significant problem only with isolated
recipicnts. For instance, the major credit card companies lake the position that they are
not subject to the Right to Financial Privacy Act and have refused to respond to N5Ls
because their customer is not the cardholder but the issuing bank. Further, certain credit
reporling companics have failed to respond to requests for redacted credit reports or have
responded with full credit reports when the NSL sought only limited information.

ffy. Has the government attempted to enforce any requests judicially? If yes,
Low many requests has the government attempted to enforee judicially and what
was the outcome of these attempis?

ANSWER: The government has never attempted to enforce an NSL judicially, and there
is no expressed statutorily created enforcement mechanism for doing so.

a7, Have any requests been challenged judicially by the recipient? I yes,
how many requests have been challenged and what was the ontecome
of those challenges?

ANSWER: NSLs issued pursuant to 18 U.S.C. § 2709 have been challenged judicially
in one case filed, Doe v, Asherofit, 334 F. Supp. 2d 471 (S.D.N.Y. 2004). In that case, the
district court held that NSLs have been applied in a manner that violates the Fourth
Amendment and that the statute’s non-disclosure requirement violates the First
Amendment. The Department of Justice has appealed that ruling to the Court of Appeals
for the Second Circuit. The Department's opening brief on appeal was filed on May 24,
2005,

6B, Have any recipients challenged judicially a request’s nondisclosure
requirement? If yes, how many recipients have challenged a nondisclosure
requirement and what was the outcome of those challenges?

ANSWER: The nondisclosure requirement in 18 UL.S.C. § 2709{(c) has been challengesd
in the Doc case (discussed in Question 67 above). The district court held that the
non-disclosure requirement vielates the First Amendment to the extent that it does not
place any limit on the duration of the non-disclosure obligation. That ruling is heing
challenged by the Department of Justice in the pending Second Circuit appeal.
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69.  Would the Justice Depariment object to giving the recipient of a request
pursuant to each of these anthorities the right to challenge the request in
federal court?

ANSWER: The Department of Justice has stated in litigation that an entity or person
served with an NSL can challenge the request cither: (1) as a defense to any enforcement
procecding commenced by the United States in the face of non-comphiance; or (2)
through a pre-production action to enjoin enforcement

70. Would the Justice Depariment object to giving the recipient of a request
pursuant to each of these authorities the right to challenge the request’s
mondisclosure requirement in federal court?

ANSWER: As stated above, the Department of Justice i1s aware of two Scnate bills that
enable judicial review of non-disclosure requirements accompanying NSLs: the
Electronic Communications Privacy Judicial Review and Improvement Act of 20035 (5.
693), and the SAFE Act (8. 737). The Administration is carefully reviewing these
proposals and has not taken a position on either picce of legislation,

In gencral, however, the Department believes that the nondisclosure requirement
accompanying N5SLs serves a very important purpose because il 15 entical that temmonsis
and spies are not tipped off prematarely shout intelhgence mvestigations. Otherwase,
they or their conspirators may flee and key information may be destroyed before the
govermment s investigation has boen completed. Furthermore, were information
identifying the targets of inlemational terronsm and cspronage mvestigations revealed,
according to the D.C. Circuit, such disclosures would “inform terronists of both the
substantive and geographic focus of the investigation], ] . . . would inform tlerronsts which
of their members were compromised by the investigation, and which were nol,] . . .
could allow terrorists to better evade the ongoing investigation and more easily formulate
ot revise counter-cfforts . . . [and] be of great use o al Qaeda in plotting future terronist
attacks or intimidating witnesses in the present investigation.” Center for National
Security Studies v. US. Department of Justice, 331 F.3d 918, 928-29 (D.C. Cir. 2003).

71.  Im am April 4, 2005 letter to Seastor Leahy, Assistant Attorney General
William Moschella states that from April 1, 2003, to January 31, 2005, the Justice
Department has delaved notification of searches 108 times pursuant to Section 213
of the Patriot Act. According to the letter, “The bulk of uses have occurred in drug
cases; but section 213 has also been wsed in many cases including tervorism, identity
fraud, alien smuggling, explosives and flirearms violations, and the sale of protected
wildlife.” For the 108 tiimes notice was delayed, please provide the number of
investigations involved and a breakdown of the suspeeted criminal vielations being
investigated.
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ANSWER: Of the 108 uses of section 213 from Apnl 1, 2003, to January 31, 2005,
gighty-two investigations were involved.

The breakdown of section 213 uses in the 108 warrants reported are as follows:
sevenly-nine uses in drug investigations and six uses in lerrorism invesligations. Scction
213 was also used in the following olher criminal investigations: twelve uses in fraud
investigations (including, inter alia, identity thefi, smuggling of counterfeit goods, and
visa fraud), three uses in investigations of violent crime, three uses in investigations of
human trafficking, one use in a child pornography investigation, one use m an
investigation of computer crimes, one use in an exlortion investigation, enc usc in an
investigation of public corruption, and one use i an investigation of the sale ol protected
wildlife.

72, According to the April 4, 2005 letter, the Justice Department cited “seriously
jeopardizing an investigation™ as the grounds for delaying notice 91 times, and at
least 28 times, “seriously jeopardizing an investigation™ was the only grounds cited
for delaying notice. For the 92 times, please provide the number of investigations
invalved and a breakdown of the suspected criminal violations being investigated.
For the 28 times, please provide the number of investigations involved and a
breakdown of the suspected criminal violations being investigated.

ANSWER: In collecting the information to answer this question, we discovered thal, in
previous surveys, some .S, Atlorneys’ Offices had mistakenly reported extensions of
delayed-notice scarch warrants as new warrants, or had reported the same warrant in
mltiple surveys, while two 11,8, Allomeys’ Offices had indicated a single use of seclion
213 when they had used multiple delayed-notice search warranis in a single invesligation.
These combined errors cavsed the numbers that we previously reported o Congress Lo
slightly understate our use of “seriously jeopardizing an investigation” as one of the
grounds for delaying notice. To the best of our knowledge, the number of times the
Diepartment has used “seriously jeopardizing an investigation” as one ol the grounds for
delaying notice is 95 times, not 92 as previously reported. To the best of our knowledge
the number of times the Department has used “seriously jeopardizing an investigation™ as
the only ground for delaying notice is 32, not 28 as previously reported.

OfF the 95 times that “seriously jeopandizing an investigation™ was used as one of
the grounds for delaying notice, the breakdown is as follows: seventy-three uses in drug
investigations, five uses in terrorism invesligations, nine uses in investigations of frand,
three uses in investigalions of human trafficking, two uses in investigations of violent
crime, one use in an extorlion investigation, one Usc in an investigation ol compuler
crimes, and one use in an investigation of public cormuption. “Seriously jeopardizing an
investigation” was used as one of the grounds for delaying netice in a total of seventy
different investigations.

Of the 32 times that “seriously jeopardizing an investigation™ was used as the
only ground for delaying notice, the breakdown is as follows: twenty-six uses in drug
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investigations, Two uses in torrorism mvestigations, Iwo uses in investigabions of frand,
onc usce in an investigation of violent cnme, and one use M an mvestigation of computer
crimcs. “Senously jeopardizing an Imveshigation”™ was used as the only ground for
delaying notice in a total of twenty-two different investigations.

73.  Your written leslimony states that Section 215 "expressly protects First
Amendment rights.” The provision that you referred to provides that an
investigation of a LS. person shall not be conducted "solely upon the basis of
activitics protected by the first amendment lo the Constitution.” This provision
seemingly only protects First Amendment activities if they are the sole basis for the
investigation. For example, suppose the government wanted to investigate an Arab-
American leader on the basis of his ethnicity and his public criticism of the war in
the Irag. Would the law allow such an investigation, because it is not based solely
on the individual's First Amendment activities?!

ANSWER: That provision of section 215 provides significant protection for the First
Amendment nghts of ULS. persons. Al the same hime, it appropniately recognizes that
activities potentially protecied by the First Amendmicat peed not be entirely excluoded
from consideration i conducting an intcrnational terrorism or clandestine intelligence
mvestigation where there is a broader predicate for the investigation, which would be the
result if the word “solely™ were climinated from the statute. It should also be noted that,
although section 215 prolubits only investigations of U S. persons conductad "solely
upon the basis of activiies protected by the first amendment to the Constitution,” there
are circumnstances in which other provisions of law, including the Constitution, and
gundelmes 1ssued by the Altomey General under Executive Ornder No. 12333, would
prohibit investigations solely based on ethrucity and activities profected by the First
Amendment,

T4, Your written testimony states that, "Section 215 provides for thorough
congressional eversight that is not present with respect to grand-jury subpocnas.”
As an example, you cited the fact that you, as the Allorney General, are required to
"'fully inform" appropriate congressional commitlees concerning all requests for
records under section 215." However, the Patriol Act only requires you to fully
inform the House and Senate Intelligence Committces, nof the House and Scoate
Judiciary Commillees, even though the Judiciary Commitices have oversight
responsibility for the FRI and the Foreign Intelligence Surveillance Act. Would you
support revising the Patriol Act to require the Attorney General te fully inform the
Senate and Howse Judiciary Committees on the use of Section 2157

ANSWER: The Department already provides twice a year a detailed report to comply
with the requirement that it fully inform Congress of its implementation of FISA,
including its use of section 215. Ths nghly classificd report, classified at the Top Secret
= Seasitive Compartmented Information (SCT) level, is provided to the Senate Select
Committee on Intelligence and the Permanent Sclect Committes on Intelligence of the
House of Representatives. We understand that this report is available through those
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Committees for review by any member of Congress and by appropriately cleared staff
who have a need to know.

75.  In your written testimony, you suggested that concerns about so-called "John
Doe"” roving wirctaps are unfounded because FISA "requires our attorneys to
provide a deseription of the target of the electronic surveillance to the FISA Court”
However, FISA does not require the deseription for o wiretap to contain any level of
specificity. The description seemingly could be as vague as " Arab man" or
"African-American woman." Would you have any ebjection to revising FISA to
make clear that the description must include some information other than just the
race or ¢thuicity of the target and must contain sullicient detail to identify the
person with reasonable certainty?

ANSWER: Yes, because we belicve that FISA already requires sufficient specificity.
FISA currently requircs that each electronic surveillance application mclude “the sdentiry,
if kmown, or a description of the target of the electronic surveillance],["see 50 US.C. §
180:4{a)(3), and each order approving clectronic surveillance must specify “the identity, if
known, or a description of the target of the electronic surveillance].]” See SOUS.C §
1805(c 1 MA). Whilc in some cases the govermment might not know the name of the
lerrorist or spy in question, it can only obtain authorization to conduct surveillance of that
individual if il satisfies the FISA Court that there is probable cause to believe the target is
a foreign power or its agent. Therefore, simple identification by ethnicity, such as "Arab
man" or "Alncan-Amencan woman,” would not appear to be sufficient to meet the
requiremenis of FISA. Finally, it is imporiant to remember that FISA has always
required that the government conduct every surveillance and search pursuant to
appropnale munumization procedures that hmit the government’s acquisition, refention,
and disscrmination of commmumications of Amencans. Both the Attomey General and the
FISA coun mus! approve those minimization procodures. Taken together, we believe
that these provisions adequately protoct agains! enwammanted povemmental intrusions o
the pnvacy of Amernicans.



Follow up Questions for Senator Grasslev

On April 1, 2005 the Department of Justice responded to a request by Judge TS.
Elias 111 to enter a brief in the matter of United States ex rel. DRC, Inc. er al., v.
Custer Ratiles, LLC in the Federal District Counrt for the Eastern District of Virginia.
The briel was requested by the court in an effort to determine whether or not the
False Claims Act (FCA) applied to contracts entered into by the Coalition
Provisional Authority (CPA) during the reconstruction of Iraq. Finding that the
FCA did in fact apply to contracts with the CPA, the Department of Justice stated
that claims presented to the CPA would violate the FCA when: the claims were
knowingly false, for funds in which the U.S. had an interest or exercised dominion
over, and were ultimately presented to an officer or emplovee of the United States

governmenl.

T6.  While | am pleased that the Depariment of Justice bas honored the
commilment vou made to me during voar confirmation hearing to protect the FCA,
I have significant concerns regarding this martter thal remain unanswered.
Specifically, could you please provide a detailed response to me explaining why the
Department of Justice declined to intervene in this important matter? Further,
could you please provide me a detailed response explaining why the Department of
Justice has not reconsidered its position in light of the brief filed on April 1, 20057

ANSWER: [In addition to the briel filed by the Department i Custer Battles on Apnl |,
2005, the United States on April 22, 2005, filed a supplemental brief further stating "[t]he
United States believes that the CPA is an instrumentality of the Uniled States for
purposes of the False Clasms Act.™

As a malter of practice, and in order to allow a relator to continue 1o proceod
again<t 3 defendant 25 o whom the Department has declined to intcrvene without being
projudiced as the qui ram statule contemplates, the Department never publicly states the
reasons for its declination decisions. To be sure, when a defendant has attempled 1o
represent a declination decision as a governmental delermination that the gui fam case
against it lacks ment, we have been quick to pomt out thal declination decisions cannot
be so interpreted and there are many possible grounds for declining.

Az you are well aware, the gud fam provisions ol the False Claims Act give the United
States the right to intervene in a previously declined gui rar case for good cause shown,
The Department remains open in all declined guid tam cases lo review new evidence
andior developments 1o consider whether to exercise this authority. That policy is in full
effect in connection with the Custer Battles case and in that regard we remain in contact
with the relator's atiorncys.

29



77.  Additionally, could vou please tell me ifl the Department of Justice will be
willing to suppert its current position and intervene in other FCA cases that could
possibly arise from contracts entered into with the CPA during the reconstru ction of

Irag?

ANSWER: The position of the United States is as stated in the two briefs filed by the
government in the Custer Battles litigation. Should we receive new allegations of
possible False Claims Act violations, whether through new gur fan actions or otherwise,
arising from contracts entered into with the CPA during the reconstruction of Irag that
fall within the parameters of the position sct forth in our Custer Battles briefs, we would

certainly consider intervening or ofherwise pursuing such allegations.
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Follow up Questions from Senator Biden

In your opening statement, vou reported that “from the enactment of the Patriot
Act through January 31, 2005, the department used Section 213 to reguest
approximately 155 delayed-notice search warrants, which had been issued in
terrorism, drugs, murder and other criminal investigations™.

89, Of the 155 warrants, how many were issued in terrorism investipations?

ANSWER: In collecting the information o answer this question, we discoverad that, in
previous surveys, some ULS. Attomeys” Offices had mistakenly reporied extensions of
delayed-notice search warrants as new warranls, or had reported the same wamant in
multiple surveys, while two LS, Attomeys' Offices had indicated a single usc of scction
213 when they had used multiple delayed-notice search warrants in a single investigation.
These combined crrors cansed the numbers that we previously reported to Congress 1o
shghtly overstale our use of section 213, To the best of our knowledge, the Department
has used section 213 from the enactment of the PATRIOT Act through January 31, 2005,
15 153, not 135 as previously reported. Eighteen of these vses mvolved termorism
invesligalions,

an. How many were issued in drug investigations?

ANSWER: Section 213 was used in drug investigations a total ol ninely-seven limes.

91, How many were issued in “other criminal investigations™?

ANSWER: Section 213 was used in “other criminal investigations™ a tolal of thirty-
eight limes.

In your letter to Senator Leahy of April 4, 2005, you note that, under Section 213,
federal judges have approved delays of notice of a search ranging from seven to 150

days.

02, How do these periods of delay compare to the pre-Patriot Act era, during
which several Courts of Appeal anthorized the use of delayed notice searches?

ANSWER: In the pre-USA PATRIOT Act era, during which several courts across the
country authorized use of delayed notice scarches, the Depariment did not keep records
a5 1o the length of delays authorized. As a result, we are unable to make a meaningful
comparison between pre-USA PATRIOT Act and post-TUSA PATRIOT Act practice.
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93. As vou know, critics of the PATRIOT Act have alleged that section 213 docs
not proscribe any specific tempaoral limit for the delayed notice to the target(s) of the
intercepted communication. This appears lo be unigque within the federal criminal
law section of the U.S. Code, including Titles 18 and 21. While different sections
proscribe different temporal limits, all such statules appear 1o delimit some outer
limit by which, absent good cause shown, the government must notily targets of
searches or surveillance. Under 18 U.S.C. 21518(8)(d), for example, the government
must notify all individuals whose communications were intercepted under a
eriminal wiretap “|w]ithin a reasonable time but not Iater than ninety days™ after
the conclusion of the wiretap, absent “good cause™ shown to the court.

ANSWER: Please sec response 1o question 94, below.

94.  Are you aware of any other federal criminal statute, other than section 213,
which does not contain a specific time limit?

ANSWER: There arc a number of provisions of federal eriminal law and procedure that
do not set forth a specific time penod within which notice must be made. To give two
examples: (1) in regand Lo pen regisier and trap and trace devices, if no prosecution
results from the investigation in which these are utilized, no notice need ever be given to
the subyect of these; and (2) in regard to permissible disclosore of grand jury matter under
section 203 of the USA PATRIOT Act, notice of such disclosure must be made to the
court within a reasonable period of time.

95. W not, can the Justice Department provide any reasen why Congress should
not impose some reasonable time period, as occurs for example in the Title 111
coniexi?

ANSWER: Determinations of whal constitules a reasonable period of delay should be
determined at the outset by 2 judge who has familiarity with the facts of the individual

investigation. Under existing law, judges have the discretion to delay notice for a time
period they determine o be reasonable on a case-by-case basis.

As vou poinied out during the bearing, the Department of Justice has nol changed
its organization at all to reflect its post-911 recalibrated mission. The Commission
on the Intelligence Capabilities of the United States Regarding Weapons of Mass
Destruction (“WHID Commission™) labeled your current organizational structure,
where the Criminal Divisien's Counterterrorism Scetion and Counterespionage
Section report to two dilferent Deputy Assistant Attorneys General, “madness™.
The WMD Commission also noted that the Department’s third national security
component, the OMlice of Inlelligence Policy and Review, operates independently of
the Criminal Division and reports directly to the Deputy Attorney General.
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97. What are your views on the WMD Commission’s recommendation that we
create an Assistant Attorney General for National Security, and place him or her in
charge of OIPIR, Counterespionage, and Counterterrorism?

ANSWER: The WMD Commission’s recommendation raises sorme very challenging
issues for the Department. Nevertheless, the proposal for restructuring the Department’s
approach (o ils national security mission merils careful consideration, and, as cxplained in
our response o earlier questions, the Commissien's recommendations have been part of a
comprehensive review the Atlomney General has commissioned.

9% Should this new AAG lor National Security also have the Criminal Division
under their control? You noled during the hearing that “in the interagency process,
I fear that sometimes the department is not as well represented as it should be. T0
I'm not available, or if a deputy attorney 2eneral is not available, then it really falls
down to sort of a deputy assistant attorney general and sometimes that's probably
not the best representation for the department. And some very decisions [sic] have

to be made on the interagency process.™

ANSWER: The WMD Commission has suggested only that a National Securnly
Division might include the Counterterrorisim and Counterespionage Sections of the
Criminal Division. Even if a restructuring of that sort has advantages — an 1ssue thal we
are still in the process of examining — we do not believe that il would make sense to place
af! of the functions of the Criminal Division within a National Secunty Division.
Although it is true that many enminzl cascs may cnd up having counterterrorism or other
national securily aspeets to them, the entire range of federal criminal law enforcement
functions handled by the Criminal Division should nol be placed under a Nahional
Security Division.

09, Waould the structure recommended by the WMD Commission align the
Department’s managerial levels with those of other national security agencies so
that the Department is better represented in the interagency process?

ANSWER: Creating a division within the Department of Justice that handled
intellipence and national security matters might have the effect of providing the
Dicpartment a management tier over such issucs that could represent the Department more
effectively in the interagency process. That is one factor that the Administration is
cxamining in its consideration of the WMD Commission’s recommendations.

100, Can you commit (o me that, should the Administration seck to make changes
to the Department’s erganization, it will do so threugh legislation considered in ils
authorizing commitiees, and not through executive action or the appropriations
process?



ANSWER: The Department will not seck to reorganize itself unless the proposed
restructuring will serve to further protect the lives and liberties of Americans. Such a
decision would be premised on an assessment that the proposed reorgamization will
render the Department more effective in fulfilling its obligations to the American people
than it is now. Moreover, the Department will nol proceed wath any restructuring of the
comprehensive sort recommended by the WMD Commission absent a decision by the
Presadent and consultation with the Congress.

101. Do you agree with me thal any new assistant attorney general oversecing
niational security matters should be a presidential appointee considered lor
conflirmation by this Committee?

ANSWER: [t would be premature to commend further uniil 2 concrete proposal and
exact responsibilities of such a pesitton have been defined.

Section 108 of P.L. 108-21, the PROTECT Act, established two separate |13-month
pilot programs for certain organizations to obtain national criminal history
background checks. When signing the PROTECT Act into law, the President noted
“this law creates important pilot programs to help nonprofit organizations which
deal with children to obtain quick and complete criminal background information
on volunteers. Lisien, mentoring programs are cssential for our country, and we
must make sure they are safe for the children they serve.™ The pilot programs
commenced in August, 2003, Section 6401 of P.1.. 108458 extended these pilot
programs for 12 additional months, bui they will expire in early 2006 unless
Congress acts. Section 108(d}1) required vou to conduct a study of these pilot
programs, and Section 108(d)(2) required vou to submit an interim report
concerning the implementation of these provisions “not Iater than 180 days after the
date of enactment™ of P.L. 108-21. The interim report was due to Congress in
February, 2004. It has not vet been submitted to Congress.

102.  What is the status of the interim report required by Section 108(d)2)?

ANSWER: The foundation for the interim report required by section 108{d)2) of the
Prosecutonal Remedies and Other Tools to end the Exploitation of Children Teday Act
of 2003 (Protect Act) is a detailed feasibility currently study being conducted by the
Department of Justice. The Federal Burean of Investigation (FBI) has been tasked with
completing this feasibility study and with drafiing the resulting report. The feasibility
study is highly dependent on information pencrated by the implementation of the two
pilot programs launched by the FBI on July 29, 2003. Because of the complexity of the
programs, il ook some time for the two pilot programs o be fully implemented and for a
significant number of names of volunieers to be processed. For cxample, as of May 22,
2004, the fmgerprints of only 1,470 volunteers had been sobmitted under the pilots. This
limited participation in the pilots at the outset delayed the gathering of information
needed to develop a meaningful feasibility study and interim report. As of April 21,



2005, approximately § 800 fingerprints submissions have been received under the pilots.
While the FI3I has now gathered most of the information needed to complete the
feasibility study, it is still in the process of gathering supplemental information needed
for the report. The interim report will be completed as soon as (he remaining information
has been gathered and analyzed.

103. Do vou agree with the President that these pilot programs are “important™?

ANSWER: The Department of Justice agrees that the two pilot programs are important.
The information gathered from these two pilot programs will help to determine the level
of interest of velunteer organizations in having background checks conducted of
volunteers who work with children. In addition, the pilot programs also will help identify
any barriers there may be o increased use of such checks by volunteer organizations and
determine which methoeds of conducting background checks of volunteers are most

effective.

104,  In light of the importance the President ascribes to these programs and the
emphasis given mentoring programs by this Administration, do you agree with me
that these pilet programs should be made permanent, or at least extended beyond

February, 20067 Section 108{d)3) requires you to submit a final report “not later
than 60 davs™ after complction of the pilot program.

ANSWER: A decision to make the two pilot programs permanent would be premature
until the feasibility study is completed and Congress has an opportumty to review the
results of the required reports. The pilots were designed narrowly, to test the value and
effects of different approaches 1o processing these checks -- e.g. processing the checks
through the states vs. directly through the FBL and any potential role of prnivale sector
services in conducting such checks. They were not intended as a penmanent process for
these checks. The Department of Justice believes, however, that the background checks
being conducted under the pilots are of value to the orgamzations that are laking
advantage of their availability. As a result, the Department would not object if Congress
decides to extend the two pilof programs until it has had a chance to review the reports
and determine what next steps are appropnate.

105, Inlight of the amendment made to Section 108 by P.L. 108-458, when do you
expect to submit the final report required by Seetion 108(d)(3) to Congress?

ANSWER: The Department of Justice will have only 60 days to submit the final report
after the conclusion of the two pilot programs. The two pilot programs currently are
scheduled to terminate on JTanuary 30, 2006, Therefore, the final report will be due by
March 30, 2006, The Department expects that the elforts made in developing the
feasibility study and the interim report will provide a selid basis for preparing the final
reporl and wall make every effort to meet that deadline.
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Follow up Questions from Senator Feingold

These questions concern delayed notification search warrants, which were
authorized in Section 213 of the Patriot Act.

106, At the hearing, | asked you about a Supreme Court case, Dalia v. United
States, that was cited in the Justice Department’s April 4, 2005 lefter regarding
delaved notification scarch warrants. The Coart found that the Fourth Amendment
permits the government (o install 2 bug in someone’s home via covert entry becanse
delaved notification was the “only means by which the warrant effectively may be
executed.” Do vou agree that that standard is stricter than the one codified by the
Patriot Act and the one put forth in the SAFE Act? Given the narrow
circumstances addressed in that case, do you agree that the Dalia decision does not
answer (he question of whether Section 213 is constitutional under the Fourth

Amendment?

ANSWER: The Supreme Court’s decision in Dalia supports the constitutionality of
delayed-notice search warrants.  As the Dalia court explained, it 1s “frivolous™ lo argue
“that covert entries are unconstitulional for their lack of notice.” The courls of appeals
that have specifically upheld the constitlubonality of delayed-notice wamants have pot
mterpreled Dafiz 1o bold that delayed notice is constitutional only upon a showing that 1
would be “the only means by which the warrant effectively may be executed ™ Nor have
they held that delaved-notice is only constitutional for mstallation of a listeming device as
oppased 1o execution of a search warrant. Rather, they have upheld the conslitutionality
of delaying notice of a warrant where immediate notice would have a harmful result. For
example, the Second Circuit stated that officers seeking a delayed-notice search warrant
must satisfy a court that “there is good reason for delay.” Section 213, which requires the
court 1o find that providing immediate notice may have an “adverse resull” is consistent
with these decisions.

108. [In the Department’s April 4, 2005, ketter to me about delaved nolice searches,
you stated: “The dilemma faced by investigators in the absence of delayed
motiflication is even more acule in terrorism investigations where the slightest
imdication of governmental interest can lead a looscly connected cell to dissolve.™ In
that circumstance, why couldn’t the government obtain a permanently secret search
warrant under the Forcign Intelligence Surveillance Act (FISA)?

ANSWER: Although FISA continues Lo be an option where appropriate based on the
facts and circumstances of the particular case, FISA is nol available in domestic terrorism
investigalions and in cases in which the govemment does not have probable cause that
the target of the scarch is an agent of a forcign power, as that term is defined in FISA.
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The Patriol Act expanded the FEL's authority to obtain real-time, non-content
information about telephone and computer communications by making it easier to
obtain pen register and trap and trace device orders and by clarilying that the
pen/trap authority applies to Internet as well as phone communications. As you
acknowledged in the hearing, the line between content and non-content information
is sometimes hard to draw in the context of Internel communications. I understand
from Deputy Attorney General Comey’s April 1, 2005, responses to congressional
questions that the Department requires lield agents enconntering these gray arcas
with regard to the use of pen/traps to consult with Main Justice.

109, How does the Justice Department evaluate whether an aspect of Internet
communications, such as a URL, constitutes “content™?

ANSWER: In evaluating whether an aspect of any communication — whether
transmitted on the Internet or by other means — is “contents,” the Department looks to the
statutory definition at section 2510(%) of Title 18, United States Code, That defimtion
refiers in pertinent pard to “information concerning the substance, purport, or meaning of
[the] communication.” We also look al the dehmtions ol electronic survelllance under
FISA found in 50 US.C. section 1801 (1).

113, You stated at the hearing that you would support amendments to Section 215
of the Patriot Act to clarily that the recipient of a Section 215 order may consult
with an attorney and may challenge the order in court. Would you also support
similar amendments to the National Security Letter provisions?

ANSWER: As stated above, the Department of Justice 1s aware of two Senate hills that
enable judicial review of non-disclosure requirements accompanying WSLs: the
Electronic Communications Privacy Judicial Review and Improvement Act of 2005 (5.
693), and the SAFE Act (5, 737). The Admuustration 15 carefully reviewinyg these
proposals and has not taken a position on cither piece of legislation. The Department of
Jusiice has stated in litigation that an entity or person served with an NSL can challenge
the request either; (1) as a defense (o any enforcement proceeding commenced by the
United States in the face of non-compliance; or (2} through a pre-preduction action to
enjein enforcement. The Department has also stated in litigation that the recipient of an
NS5L may consult an attomey regarding the request for reconds,

114. You stated at the hearing that Section 215 orders have been used to obtain
“names and addresses for telephone numbers captured through court-authorized
pen register devices.” You also stated that “the department anticipates that the use
of Section 215 will increase as we continne (o use the provision to obtain subscriber
information for telephone numbers captured through court-authorized pen register
devices.™ Inm what circumstances would the FBI obtain a Section 215 order for this
type of subseriber information, and in what circomstances wouold the FRT use a
Mational Security Letter under 18 LLS.C. § 27097



ANSWER: A pen register/trap and trace device ("pen regisler”) is an investgative tool
used with respect to telephone companies and other electronic service providers in both
criminal investigations and intelligence investigations. When used with respect 1o a
telephone, a pen register records the numbers called from the telephone and the numbers
from which the telephone is called, but it docs not identify the subscribers to those
TUmbers.

In order to obtain subscriber information (i.c., the name and address of the person
or entity associated with a particular number), some sort of legal process is required if the
number does not appear in public databases. The most commonly used processes are:
grund jury subpocnas and orders pursuant to 18 U.S.C. § 2703(d) in the cnminal context,
and National Security Letters ("NSLs") under 18 U.S.C. § 2709 and 215 orders in the
intelligence conlext.

In the criminal context, investigators have for many years obtamed orders under
18 US.C. § 2703(d) at the same time as they obtain orders authorizing pen regisiers.
Both orders are scrved on the tclephonc company or other electromc sexvice provader
furmishing the service targeted by the pen register. Pursuant to these onders, the service
provider will produce approximately contemporancous subscnber informaton for the
numbers called by the target number or from which the target number is called.

The FBI had long sought to use a similar mechanism in intelligence
investigations. The decision was made (o present the Foreign Intelligence Surveillance
Court with a combined FISA pen register order and 215 order 1o create such a
mechanism. Now, when a FISA pen register is served on an lelephone company or other
electronic communication service provider, it is served along with a 215 onder thal
requircs the ongoing provision of subscriber information on all numbers calling or called
bv the tarpct number.

In all other instances in which the FBI secks subscriber information for telephone
numbers in the course of intelligence investigations, the FBI anticipates the continued use
of NSLs.

According to Deputy Attorney General Comey®s April 1, 2005, response lo
congressional questions, the President’s Board on Safeguarding Americans” Civil
Liberties, which the President created in Awgust by Execulive Order, has met six
timecs.

115. 1s amy information aboul the proceedings of the President’s Board going to
be made public?

ANSWER: At this time, the President’s Board on Safeguarding Americans” Civil
Liberties (“the Board™) has not made public any information about its intermal
deliberations. The Board, however, intends to provide the Privacy and Civil Liberties



Oversight Board (crealed by the Intelligence Reform and Terronsm Prevention Act of
2004) relevant survey results and other mformation collecied by the Board and its

subgroups.

116. 'What has been discussed at the six meetings of the President’s Board, and
whao has attended? Were any decisions made?

ANSWER: As staled above, at this ime the Presulent’s Board on Safeguarding
Americans” Civil Liberties does not intend to make public any information about its
internal deliberations.

117.  In 2000, Attorney General Reno ordered that the Department’s National
Institute of Justice contract for a thorough study abount how the federal death
penalty was being applicd, and in 2000 and 2001 the Justice Department issued
detailed statistics about federal death penalty prosecutions. In connection with vour
confirmation hearing, 1 asked you about the status of the stndy, and asked you to
commit to update the 2001 statistical information about federal death penalty
prosecutions so that the public can evaluate how the death penalty has been
implemented in the past four vears. You said that vou weuld “consider whether the
compilation of sach dala and statistics contribuies in 2 meaningful way to an
assessment of capital charging decisions or prosecutions.™ Will vou now commit io
updating [M0J staristical information on federal death penalty prosccutions?

ANSWER: The Department has already expended considerable resources in the
analysis of capital charging decisions, releasing, in September 2000, a massive
compilation of stalistics pertaining to the cases submitted for the Department’s death
penalty protocol review and in May 2001, supplemental statistics pertaining to a limited
number ol potential capital cases not encompassed by the former protocol review
process. In addition, the National Institute of Justice funded a total of $1,568,793 for the
follow-up studies suggested by former Attorney General Reno to investigate factors not
revealed by the Department's statistical release. It would be inappropriate to expend
resources on further studies or statistical compilations until those studies have been
concluded. If at the conclusion of both of these studies, we are am convinced that the
compalation of such data and stalistics contributes in any meaningful way to an
assessmenl of capital charging decisions or prosccutions, we will consader undertaking
such a project
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Follow extions from Senator Kyl

118.  If section 201 of the USA PATRIOT Act is allowed to expire, is it true that
criminal investizators could obtain a court-ordered wiretap to investigate mail
fraud and obscenity offenses but not offenses involving weapons of mass
destruction?

ANSWER: Tf Section 201 of the USA PATRIOT Act is allowed to expire, therchy
removing the chemical-weapons and terrorism-related predicate offenscs set forth in new
18 U.S.C. 2516(1){(q), the list of Titke MM predicalcs contancd at 18 US.C. 2516(1) would
still include offenses involving biological weapons (18 U.S.C. 175) and prohibited
transactions imvolving nuckcar matenals (18 US.C. 831), as well as any non-specific
significant offenses that might otherwise apply, such as Racketeer Influenced and Comupt
Organizations (18 U.S.C. 1962) and Interstate and Foreign Travel in Aid of Rackelcering
{18 U.S.C. 1952). Still, the loss of the specilic USA PATRIOT Act-added Title ITI
predicates involving chemical weapons and violations of the comprehensive lerronsm
laws in Chapter 113B of Title 18, United States Code, would be a significant blow to the
uselulness of Title 11 in the War on Terror, While other statules might be available to
investigators to provide one or more predicate offenses to justify a wiretap application,
resorting lo those allematives would likely require further investigation to fashson a
viable approach in the government’s apphcation to the court for a Title 111 order, whach
would almost coertainly delay the investigation at a very critical stage. Because of the
pature of the offcnses involved, any such delay could have devasiating consoquences.

119. It is my understanding that, before the passage of the USA PATRIOT Act,
answering-machine messages on a home machine and voice-mail messages stored
with a communications provider were treated differently. Answering-machine
messages could be obtained with a search warrant, while law enforcement was
required to seek a wiretap order to access voice-mail messages. Am 1 correct in the
distinction, and if so, do you think thail this distinction made sense?

ANSWER: You are corroct. Mcessages on an answenng machine could be oblained via
scarch warrant (or cven through issuance of a subpocna to the owner), while the pre-USA
PATRIOT Act statutory rules applicable lo voicemail messages requared law enforcement
to seek a wiretap onder to obtain stored voice messages held by a third-party scrvice
provider. This distinction made no scnse, just as it made no sense for stored voicemal 1o
be more difficult to obtain than stered non-veice communications (such as emal): the
government has long been authorized 1o obtain stored user e-mail from a provider by
means of a warrant. See 18 U.S.C. § 2703,

I20. Section 212 of the USA PATRIOT Act allows Internet service providers {o
voluntarily disclose customer communications and records in life-threatening
emergencies. It is my understanding, however, that the Homeland Security Act
repealed the portion of section 212 poverning the disclosure of the content of



communications in emergency situations, and placed a similar authority in a
separate statutory provision. Therefore, would there be any significant change in
the Law il seetion 212 were allowed to expire?

ANSWER: There would be significant negative impact 11 section 212 were allowed to
sunset. Section 212 relocated the rules for permissive disclosure of non-content customer
records from 18 U.S.C. § 2703(c) to § 2702(c), and — in section 212(b) - made
corresponding adjustments to the numbering scheme within § 2703(c). (Sechon 210, not
subject to sunset, depends upon that renumbering.) Allowing seclion 212 to sunsel would
produce enonmons confusion, as the interdependencies of the amendments — sunsel and
non-sunset — would be broken, producing esscntially unreadable statulory text i a law
crucial to law enforcement’s ability to combat Internct crime. In addition, it would
restore a statmtory anomaly imposing greater restrictions on the voluntary disclosure of
non-content customer records than on the disclosure of conlent.

121.  Has section 212, which allows computer-service providers to disclose
communications and customer records in life-threatening emergencices, proven to be
useful? And if so, could you please provide some real-life examples of its use?

ANSWER: Scction 212 has been used often and has already saved lives. To give just a
fow examples, voluntary disclosures from computer service providers pursuant lo seclion
212 have assisted law enforcement in safely recovering an §8-vear-old Wisconsin woman
wheo was kidnapped and held for ransom while hound in an unhealed shed dunng a cold
Wisconsin winter and in safely recovenng four kidnapped or missing children. For
inslance, a few months ago, Bobbie Jo Stinnell of Skidmeore, Missouri, who was eight
maonths pregnant, was found strangled in her home Iying in a pool of her own blood. Her
unbom daughter had been cut out of her womb with a kitchen knife, Police officers
examined a computer found in Ms. Stinnelt’s home. They discovered that she had been
active on the Internet in conneclion with her dog-breeding business.  As the investigalion
intensified, the officers found an exchange from a message board between Ms, Stinnett
and someone who called herself Darlene Fischer. Fischer claimed to be interested in a
dog. She had asked Ms. Stinnett for directions to her house for a meeting on December
16—the same day as the murder. Using section 212, FBI apents and examiners at the
Begional Computer Forensic Laboratory in Kansas City were able to obtain information
that led them to Fischer’s messages to a server in Topeka, find Darlene Fischer’s email
address, and then e it (o @ house in Melvern, Kansas, Darlene Fischer’s real name
was in fact Lisa Montgomery. Monigomery was arrested and subsequently confessed,
and baby Victoria Jo Stinnetl was found alive—Iless than 24 hours afler she was cut from
her mother’s womb.,

section 212 was also used 1o foil an alleged kidnapping plot that tumed oul o be
an extortion racket. Additionally, the provision has been used to successfully respond to
a ¢yber terronst threat 1o the South Pole Rescarch Station, a bomb threat to a high school,
a threal to kill the employees of @ European company as well as their families, and a
threat to burn down an Islamic mosque in Texas. In all of these cases, volunlary
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disclosures from Infernet service providers were cnitical 1o apprehending the perpetrators
before their threats conld be carmed oult.

122, Many people have expressed concern about section 215 of the USA
PATRIOT Act, which allows investigators in national-security investigations to seck
court orders to obtain business records and other items. In particular, they have
expressed the fear that this provision could be used to obiain records from libraries.
It is my understanding, however, that prosccutors currenily may obtain business
records and library records in ordinary criminal investigations through grand jury
subpoenas. Furthermore, it B my understanding that while a federal judge must
approve requests for business records under section 215 of the Patriot Act: grand
jury subpoenas for business records are issned without judicial supervision. Is this
correct?

ANSWER: Yes. All requests for the production of records under section 215 of the USA
PATRIOT Act must be approved by a federal judge. Grand jury subpoenas requesting
the production of records, by conirast, are issued by lederal prosceutors without prior

review by a judge.

124. Critics have charged that section 220 of the PATRIOT Act, which provides
that a federal judge may ksue a search warrant for electronic evidence stored
anywhere in the country, encourages prosccutors to forum-shop for a fricndly
judge. s this an accurate criticism of this provision?

ANSWER: That is a baseless criticism. Section 220 amended 18 US.C. § 2703 w0
enable “a court wilh jurisdiction over the offense under inveshigation™ Lo 1ssue warrants
and olher orders for evidence held by serviee providers in other districts, The
amendment addressed a problem under the prior version of the statuate: if a federal
prosccutor in New York needed evidence from an Intemet service provider in Califorma,
the prosecutor and the case agent were obliged fo contact federal law enforcement
officials in the other district, involve them in the case, and have them apply for the
evidence before a federal judge in California.  This ime-consuming process necessitaled
a needless waste of scarce law enforcement resources, and imposed suhstantial burdens
on a few districts (in California and Virginia, cspecizally) in whach major service
providers are located.

Section 220 does not allow mvestigators to seek search warrants for electronic
evidence from any count in the country. Rather, it allows investigators to seek a search
warrant only in a court with jurisdiction over the offense under investigation, Thus, for
example, while a court in Ohio may issue a search warrant for electronic evidence stored
in California in the investigation of a murder committed in Ohio, a judge located ina
district with no connection to the investigation. such as North Dakota, is not allowed to
1ssuc such a warmmanl. In practice, judges and prosecutors with the most knowledge of 2
particular investization are now permitted lo process roguests for scarch warrants to
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obtain electronic evidence in that investigation, without needlessly involving a judge in a
remote district where the case will not be ined.

126.  There has been some discussion that section 412 allows the Attorney General
in his sole diseretion to indefinitely detain immigrants, I have two questions about
this provision. First, how frequently has the Attorney General used this provision?
Second, is the Attorney General’s decision to use this provision subject to any
review?

ANSWER: The Department has vet to vse this provision. The USA PATRIOT Act, by
its terms, provided for habeas corpus review of certification and subsequent decisions (o
continue detention. "Judicial review of any action or decision relating to this seclion
(including judicial review of the merits of a determination made under subsection (a)(3)
or (a){6) is available exclusively in habeas corpus proceedings consistent with this
subsection." 8 11.5.C. § 1226a(b}1). Appeals from such decisions on habeas corpus may
be taken to the United States Court of Appeals for the District of Columbia. 8 US.C. §

1226a(b){3).
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Follow u uestions from Senator Leah

128.  Section 203(a) of the PATRIOT Act authorized criminal investigators to
disclose grand jury information to the ClA and other intelligence agencies, but
required post-disclosure notification to the court. Can you give us a sense of how
the notice requirement in section 203(a) has worked in practice? Has it interfered
with information-sharing in any significant way, and il so, bow?

ANSWER: We do not believe that the notice requirement in section 203(z2) has
significantly interfered with information sharing. The notice requirement in section
2073(a) accords with long-standing grand jury practice, pursuant to which government
allorneys file notices with the court reporting certain disclosures of grand jury
information. Because it is limiled to grand jury information, the notice requirement in
section 203(a) is not especially oncrous. For these reasons, the Administration is not
secking the repeal of the notice requirement in section 203(a)

14]1. Sectiom 217 of the PATRIOT Act allows compuier service providers

that are victims of attacks by computer trespassers lo authorize persons acting
under color of law to monitor (respassers on their computer systems in a narrow
class of cases. If Congress renews section 217, wonld the Department agree to
report on its use on an annual basis, and if not, why?

ANSWER: Because reporting reguircments necessanily reduce the time available to
prosccutors and imvestigators lo pursuc cases, the Depariment does not suppon
imposition of a new reporting requiremcmt with respect to this provision. Service
providers have long beon able 10 monitor their own networks to guard agzinst harm to
their “righis or property™ (18 US.C. 251 1{2Kz2X1)). as well as 1o disclose to law
enforcement the resulting evidence of wrongdoing,. Sce, e.g., United States v. Harvey,
540 F.2d 1345, 1352 (8th Cir. 1976). Such disclosures have never been subject to a
reporting requirement, and the Department does not believe it any more necessary o
report the common-sense measures laken under the authority of Section 217 to protect the
rights and privacy of victim computer owners and their users.

143.  Was nolice provided to Portland attorney Brandon Maylield pursuant to this
provision, and if so, on what date?

ANSWER: By letler dated March 24, 2005, the Department of Justice voluntanly
notified Mr. Mayfield that he was the target of physical scarches of his residence and of
clectronic surveillance and other physical searches authorized pursuant to FISA.



When the PATRIOT Act was being negotiated, vour predecessor sought the
authority to delain aliens suspected of terrorism indefinitely without charge.

Section 412 of the Act, while not as broad as the Justice Department requested, gives
the executive branch considerable authority to hold such alicns.

147.  Has this provision ever been used?

ANSWER: Ma.

148. If not, why not?

ANSWER: As of yel, there has not been a suitable case for mvoking the provision.

149, If this provision has never been used, do you believe it should be retained?

ANSWER: The provision should be retained because it is reasonably conceivable that it
could be needed in the future. If the release of an alien would present national secunty
concems, the government needs the stalutory authonty to detamn the alhien. Indeed, [or
this reason, Congress should more clearly establish the government's delenlion authomty.
Section 412 suffers from three potential infirmitics. First, the statute does nol expressly
authorize post-order detention. Second, an alien could argue thal detention is
impermissible unless the Attorney General certifics that the alien is a danger before the
alien is taken into custedy, 8 U.S.C. § 1226a(a) 1), and before removal proceedings
begin, 8 U.5.C. § 1226a(a)5). Third, one could contend that classified information may
not be used in these proceedings. Although the Department does not ind these
arguments convincing, there is no reason o run the risk that a court might be persuadesl.
When an alien is a terrorist or presents other national security concems, the statute should
eliminate any doubt that the government is equipped to proteet the American people.
Congress should eliminate these potential problems by clanfying the govermment's
detention authority. Morcover, Congress should also establish that the government has
the authorily to detain bevond six months an alien who presents a danger to the
community or to foreign policy. In the wake of Zadvydas v. Davis, 533 115, 678 (2001)
and Clark v. Swarez-Martinez, 125 5.Ct. 716 (20035), such express authonty is necessary
to protect the American public from harm. Finally, it is worth noting that detention
decisions under Section 412 are judicially reviewable, so if the government does deciude
to invoke Section 412, the alien will have access to federal court review.

[50. In vour written answer to a question (#16) that I submitted following your
confirmation hearing, vou stated; “The material witness statute should not be used
as a broad preventative detention law, to hold suspects indefinitely while
investigating them without filing charges. Nevertheless, the fact that the person who
is detained as a material witness also is a suspect in the underlying ¢riminal
investigation should not prevent the Government from attempting to obtain the
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person’s testimony through lawful means.™ Sappose that a suspect detained as 2
material witness invokes his Fifth Amendment right not to be a witness against
himself. If the Government chooses not to grant him immunity for his testimony,
can the Government continue to hold him as a material witness, with no reasonable
prospect that this will enable the government to obtain and preserve his testimony?

ANSWER: There are adeguate checks and balances in the system Lo prevent abuse,
Most notably, the detention of any material witness must be ordered by a judicial officer,
and a detemtion order is subject 10 review or appeal within the judiciary branch. Tt is not
up to the Department to unilaterally decide to detain a person as a material witness ar all,
much less indefinitely. Under 18 U.S.C. § 3144, a judicial officer must determine
whether the witness's testimony is material in a criminal proceeding, and whether it is
impracticable 10 secure the person’s presence by subpoena. Only then can the court order
that the matenal witness be detained pending his testimony.

Al the detention heanng, the material wilness may be represented by an allomey,
and counsel will be appointed if the witness cannol afford one. The material witness has
the ability 1o challenge the basis for detention at the detention heaning itself, and may
seck a review of the detention hearing under § 3145(b), or may hle an appeal of an order
of detention under § 3145(c). If a court finds that the person does not meet the critenia of
§ 3144, the court may not detain that person as a material witness.

Onee n court orders detention, a matcrial wilness still has an avenue (0 challenge
his detention. Under the provisions of § 3142(1), the detention hearing may be reopened,
cither before or after a determination by the judicial officer., if the judicial officer finds
that mformation exists thal was not known to the movant at the tme of the heanng and
that the mfonmalion has a matcrial bearng on the reasons for detention.

To fully address the hypothetical scenano you describe would require more facts
to give a definitive answer, bul generally, the material witness could be detained up to the
time that he appears before the grand jury and invokes the Fifth Amendmenl. At that
time, il we were not willing to grant the witness immunity, we would go back to the court
and inform the court of the circumstances. If, in fact, the witness did not have any farther
testimony malerial to the proceeding that could be given, there would most likely be no
basis for further detention.

Finally, it remains the Department’s position that, even though in certain
circumstances it may be proper to seek a material witness warrant for a suspect in the
underlying investigation, the material witness statute should not be used o hold suspects
mdcfinitely while investigating them without filing charges. That is not the purpose of
the malerial witness stamic.

151. In your same response to question £16, vou declined to comment on some
proposed changes to the material witness statute, saving that vou “would have to
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consult with the experts in the Department of Justice o assess the impact the
amendments would have on the administration of justice.” Now that you have had
an gpportunity to consult with DOJ experts, would you support amending 18 UL.5.C.
£3144 to limit the “reasonable period of time™ that a witness may be detained to a
time certain {(e.g., no more than 3 days, consistent with the requirements of 18
LLS.C 83142(0)(2)) or, allernatively, to require that the witness™s testimony be
taken, whether by grand jury or deposition, at the first available opportunity?

ANSWER: Because the detention of matenial wilnesses is deall wath under § 3142, the
provisions of § 3142([) to which you refer already apply in the case of the detention of a
malerial witness. Under that section, a material witness is entitled to a detention hearing
before a judicial officer immediately on the wimess's first appearance before a judicial
officer, unless either the witness or the government sceks a contimance, Except for good
canse, on a motien from the government, the heanng may be continued for no more than
three days, and on 2 motion from the wilness, the hearing may be conlinued no more than

five days.

At the hearing, the judicial officer will determine whether the individual’s
testimony 15 material Lo a criminal proceeding, and whether it is impracticable to sccure
the presence of the witness by subpoena. The material wilness 15 afforded an opportumty
to testify, to present witnesses, (o cross-examne wilnesses and Lo present information by
proffer or otherwise. The hearing may be reopened before or after a determination by the
Judicial officer, if the judicial officer finds that information exists that was nol known (o
the movant at the ime of the heanng and that bas a malenal beanng on the issoe whether
there are conditions of release that will ressonably assure the appearance of the person.

We would oppose any specific time limitation on the detention of material
witnesses subsequent to a court order, for a mumber of reasons.  First, and most
signthcantly, distnets vary significantly in how and when their grand junes convene, In
smaller districls, where grand juries meet less frequently, it may be difficult to get a
material witness before a grand jury in only a few days. Additionally, it 1s not always
practical to determine how extensive a material witness's testimony will be. Cuestioning
in the grand jury itself is likely to reveal new lines of questioning that prosecutors may
want lo pursue—exiending the amount of fime the witness may need to be detained.
Similarly, it is not always possible to detcrmine the extent to which the material witness
will be cooperative. It is not unlikely that the material witnesses may be evasive or
obstructive in the grand jury—again, extending the possible time of their detention.
Futling & ngid time frame on the total time of detention would hamstring lederal
prosccutors—espocially those from less populated districts—and could resull in the loss
of valuable testimony.

Two questions (218 and #22) that T submitted to von following your confirmation
hearing pertained to the Federal death penalty. To both questions, yon responded
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that yon would study the issues “carefully” if confirmed. Please answer those
questions mow,

160, Will you continue the policy, instituted by former Attorney General
Asheroft, of requiring that U.S, Atterneys clear all plea bargains with you? Why or
why not?

ANSWER: The goal of the death penalty protocol is the far, consisicnt, and cven-
handed application of the federal capital sentencing laws nationwide, irespective of
personal or community based bias for or against the death penalty. Clearly, that goal
could be undermined by disparate practices regarding the circumstances that justify the
withdrawal of a death notice. Accordingly, we consider continuation of this practice
essential to the fair and consistent application of the capital sentencing laws,

161.  Will you restore the pre-2001 version of scction 9-10.070 of the U.S.
Attorney’s Manual, which pretected the interests of non-death penalty states like
Vermont by ensuring that the absence of a siate death penalty statute did not by
itselfl establish a sufficicat federal interest for capital prosecution? Why or why
mod T

ANSWER: The protocol in effect from January 27, 1993, to June 6, 2001, provided: “In
states where the imposition of the death penalty is nol anthorized by law, the [act that the
maximum federal death penalty is insufficient, standing alone, (o show a more substantial
interest in federal prosecution.” The climmation of this provision has not resulted in a
significant, 1f any, increase in the number of death penalty prosecutions in non-death
penalty states. For a homicide 1o be proseculed in foderal court, There must be a
corresponding federal offense, and the decision whether to prosecute the crime in state or
m federal courl 15 usually mutual and founded on a vanety of factors. Wiale the
elimination of this provision has not had a sigmficant impact on federal charging
practices, it could come into play in an appropriate casc. The Department is not going o
reinstate the identified provision,

163, Following vour confirmation hearing, 1 asked you about a number of
immigration cases, including (in question #28) whether you would retain the
controversial “automatic stay™ pelicy that was used for the “special interest™
immigration detainees who were detained in the wake of the 9/11 attacks and, if se,
why the traditional standard for release on bond in immigration proceedings — risk
of Mlight or danger to the community — was inadequate. You replied thal you had
noel had the opportunity to lamiliarize yoursell with the details of immigration
procedures, adding, “I look forward to looking into both of these issues if
conlirmed.” Have you looked into these issues and il so, would you please respond

now to the questions?



ANSWER: The automatic stay regulation docs not change the "lraditional standard™ for
release on bond in immigration proceedings. Sec 8 C.IR. § 1003.19i)(2). Rather, it
provides an orderly process for reconciling conflicting custody decisions by the
Department of Homeland Security and an immigration judge, and is supported by the
substantial policy considerations described when the regulation was published. Sce 63
Fed. Reg. 27441, 27447 (May 19, 1998); 66 Fed. Reg. 54009 (Oct, 31, 2001). As
explained, "[t]his stay is a limited measure and is limited in time - it only applics where
the Service determines that it is necessary o invoke the special stay procedure pending
appeal, and the stay only remains in place until the Board [of Immigration Appeals] has
had the opportunity to consider the matter." 66 Fed. Reg. at 54910,

The process by which the Attormey General and the Secrelary of the Deparlment
of Homeland Securily ¢xercise their discretion under INA § 236(a) with respect to
whether an alien should be detained during removal proceedings involves multiple
administrative components. Under the regulations, Immigration and Cusloms
Enforcement makes the initial custody decision in each case - that 15, whether to keep the
alien in detention pending completion of the removal proceedings, or whether to release
the alicn on bond or other appropriate conditions. The alien may appeal this
determination to an immigration judge. 8 C.F.R. § 236.1(d)}(1). That decision may in
tum be appealed to the Board, 8 CF.R. § 236.1(d}3). See generally Pisciotia v.
Asherafi, 311 F, Supp.2d 445, 455 (D. N.J. 20{4) ("consistent with Lthe reasomng in |Kim
v.] Demeore, this Court finds that the auvtomatic stay provision cffecting the ongoing
detention of Petitioner, a criminal alien in pending removal proceedings, 15
constitulionally permissible™). The automatic stay regulation preserves the stalus quo
while the Board, and on occasion the Attomey General, hinally adjudicates the 1ssue.
Accordingly, we intend to retain the regulation

At the April 5 hearing, I asked about an e-mail released to the ACLLU in response to
its FOTA litigation. The e-mail is dated bay 10, 2004, addressed to T.J. Harrington
af the FRI, and contains the subject line, “Instroctions to GTMO interrogators™
(copy enclosed). Over the past six menths, the Department has released the same e-
mail 1 three different redacted versions. YWhen asked about the e<mails at the
hearing, you stated that you “wonld like to study the c-mail and talk to the people
involved™ in redacting the information before answering any questions. As you
know, there is a presumption of disclosure under the FOLA, but agencies may
withhold information pursuant to exemptions and exclusions in the statute, such as
information properly classified, or protected by the Privacy Act. The three versions
of the c-mail described above were significantly different from one another in what
was redacted and what was released. Much of the information that was eventoally
released does not fit squarely within a FOLA exemption, suggesting that it should
have been released pursuant to the ACLU’s original request.

o4, Please explain the process followed by the Department and its components in
reviewing documents for release under FOTA.
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ANSWER: Requests for records under the Freedom of Information Act (FOIA) are
initially processed by the Department components that possess the records, 1 the
component does not produce all of the responsive records or redacts information from
those records pursuant to FOTA's statutory exemptions, then the requestor is advised of
his or her administrative appeal nghts. Administrative appeals arc adjudicated by the
Department’s Office of Information and Privacy (OIP) and oflen result 1n the release of
additional text. A requestor may file suit in U.S. District Court if he or she is dissatisfied
with the results of this process.  Altematively, requesters may file suit if the Department
component docs nol respond 1o the request within the statutory time frame, as the ACLU
chose 1o do in connection with the document request that included the FBI e-mal, dated
May 10, 2004, that was described in your question.

165.  When documents that originated with the FBI are sought by a FOIA
requestor, is it the FRI or DOV that ultimately determines what information can be

released?

ANSWER: As indicated sbove, each Department component (including the FBI) makes
the nitial determination in response to FOLA requests for its own records.  Thereaficr, the
administrative appeal process conducted by OIP may result in the additional release and,
n some cascs, further determinations to release may occur i the itigation process.

166,  How could the FOLA process, with its well-defined exemptions, lead the
Department or the FBI to release three dilferent versions of the same documeni?

ANSWER: As indicated above, the onginating component may inilially release the
document in one redacted form and a subsequent review by OIP, as part of an
admunistrative appeal process, may result n 2 partial reversal of the component and 2
sccond release with reduced redactions.

A non-identical duplicate of the FBT document, dated May 10, 2004, (Bates 1373)
was initially released by the FBI between September 15 and October 15, 2004, in
accordance with the schedule for processing 1,388 pages, which the Cournt imposed in the
ACLU litigation. A non-identical duplicate 1s, in this inslance, an e-mail that contains the
same information embedded in a different e-mail. The FBI processed the other version of
the same document {Bates 2709) in November without the same time constraints,
resulting in a different judzment reganding the release of information and, hence, reduced
redactions.

In March, OIF was asked to review the document (Bates 2709) as if it were the
subject of an administrative appeal and, in that process, the FBI agreed to releasc
additional text, which had previously been withheld to protect privacy mterests and
deliberative process, This revised version was provided to Senators Levin and
Lieberman, as well as the ACLU on March 18, 2005, As the cover letter to the Senators
noted, a small amount of tex! remained redacted because it implicated the interests of the



Department of Defense (DOD) and, in accordance with established third-agency practice,
there was an obligation 1o consult with DOD prior to making a decision on that text. On
or aboul April 6, 2005, a fourth version of the document was dizclosed to the Senators
and the ACLU, which restored that text based upon the DOD review.

167. In discussing Defense Departiment interrogations that used coercive
techniques, the document states that, “results obtained from these interrogations
were suspect at best.™  The words “suspect at best™ were redacted in the first two
versions of the document that were released, but not redacted in the final version
that was released to Senater Levin. Please explain why “suspect at best™ was

initially redacted.

ANSWER: The FBI cited FOIA exemplion (bH5) in the margin corresponding to the
“suspect al best” redaction, which pertains to “inter-agency and intra-agency
memorandums or letters which would not be available by law ta a party other than an
agensy in litigation with the agency.” See 5 ULS.C. 352(b)(5). Exemphion (b)(5) has
heen construed by the courts to exempl records that are normally privileged in the civil
discovery process and is most commonly invoked to protect information relating to an
agency's deliberative process. The “suspect at best™ text was restored by the O1P review
and was included in the version that was provided 1o Senalors Levin and Licbenman with
the Department’s letter, dated March 18, 2005, and again, lollowing the DOD
consultation, in the version released on Apnl 6, 2005,

168, I recently re-introduced the Restoration of Freedom of Information Act,
5.622. The text of the bill is identical to the text of a White-Touse-endorsed
compromise reached in the summer of 2002 regarding the protection of eritical
infrastructure information. During your conflirmation process, I asked you (in
guestion #39) whether you would suppert my bill. You replied that you did not
have great familiarity with the issue, but wounld review the legislation if you were
confirmed and work with me on the issne. Having had an opportunity to review the
Restoration of Freedom of Information Act, do you support it and if not, why wot?

ANSWER: As emphasized in our response to previous question #39, it is important to
safeguard eritical infrastructure information that is submitted to the federal government
by the private sector for homeland security-related purposes, while at the same time also
protecting the interests of openness in government. And we recognize that attempting to
achicve this balance as best as possible 15 at the heart of the proposed legislation to which
you refer. This is a matter that is of particular concemn to the Department of Homeland
Security, given its unique responsibilities in this subject area. As mentioned in our
previous response Lthat the Department of Homeland Secunty was then in the process of
maoving from an intcrim rule to a final one in its repulations on this subject, with further
relevant information to be obtained during that process, and we are advised that this still
remains the case. We are also advised that the Department of Homeland Security has not
yel laken a position on this legislative proposal in this Congress, let alone conununicated
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a position on behalf of the cxecutive branch. So it is most appropnate for the Department
of Justice to defer consideration of this proposed legislation al this time. However, we
can reilerate that, as the Justice Department stated in its mosl recent annual report Lo
Congress on the FOLA (dated April 1, 2003), we look forward to continming to work
together with the Congress, in a constructive partnership based upon our mutual interests
in sound FOIA admimistration, on 2ll matters pertamning 1o the Act

169. 1 also asked yvou afier yoar confirmation hearing (in question #38) whether
vou would. if confirmed. continue Attorney General Asherofl’s FOIA policy or
revert to a policy presumption based upon disclosure. You said you bhad not had the
apportunily to review the Asheroft FOIA policy, but promised that, il confirmed, |
would undertake an examination of the Department’s policies and practices
concerning FOLA disclosures.” Have you undertaken such an examination and, if
g0, would you please respond now to the gquestion?

ANSWER: The foderal government's overall Freedom of Information Act (“the Act”™)
policy certainly is an important matier, and in the Attomey General™s prior position as
Counsel to the President he had occasion to become generally famubiar with thes subject,
perhaps more so than most mcoming Attorneys General Consoquently, the Atlomey
General has readily become comfortable with the Department’s overall policies for FOLA
administration, including the Asheroft FOLA policy memorandum of October 12, 2001, to
which you refer, Insofur as your question asks whether the Attormey General anticipates
that the Department will "revert o a policy presumption based upon disclosure," which
might appear to be somewhat confusing, we can only reply that information disclosure
always has been and remains the dominant objective of the Act, both law and policy. To
reilerate what the Department staled in iis mosl recent report lo Congress on this subjecl
on Apnl 1, 2005: "l can assure you of the Depariment of Justice’s irm commitment Lo
the Frecdom of Information Act, as amended by the Electronic Freedom of Information
Act Amendments of 1996, and to its fathiul implementation.”

170,  Shertly after you were confirmed as Atlorney General, you gave a speech in
which you discussed some of vour priorities. Youn stated, “As we battle crime, we
must also defend the rights of crime victims and assist them in their recovery.”
You then noted the Administration’s support of a Victims Rights Constitutional
Amendment, which you called, “a priority for the President and a priority for me.”
Yet just a few wecks earlier, President Bush sent Congress a budget that propoesed
raiding the Crime Victims Fund of an estimated 51.2 billion. | find it hard to
reconcile your rhetoric with vour policies. Did the proposal to rescind the Fund
originate at the Justice Department or at the White House? Do you support the
President’s proposal to rescind the Crime Victims Fund at the end of FYD6?



ANSWER: The Administration has consistently supported the rights of crime viclims
and continues to recognize the need to empower and support those who provide vital
services to crime viclims. The President’s Fiscal Year 2006 budget requests 3650 million
1o support the Crime Victims Fund. This is 330 million mere than Congress had cnacted
in Fiscal Year 2005, The Department recognizes thal government-wide cuts in programs
have heen proposed and supports the President’s Budget,

The funding source for the Crime Victims Fund, which provides crucial services
and assistance o victims, will continue to be criminal fines, forfeited bail bonds,
penalties and special assessments, and gifis, bequests or donations from private entilies.
The rationale for the rescission of remaining funds is that because the balances are
controlled by obligation limilations only, the balances "rollover” and become available
again every year -- a never ending offset. In essence, it's the same olffsct yvear after year,
Rescinding the balances prevents them from rolling over on an annual basis, and is a
more straight forward approach to budgeting,

Pleasze be assured the Administration, and the Attorney General personally,
remnain committed lo supporting services and assistance for erime victims and (heir
families, and to efTorts to improve the treatment of erime viclims in the justice system.

173.  In 1999, the President sizned into Iaw the Treasury and General Government
Appropriations Act for Fiscal Year 2000 (P.L. 106-58), which created the National
Intellectual Property Law Enforcement Coordination Council. One of the co-chairs
of NIPLECC is the Assistant Attorney General of the Criminal Division of the
Department of Justice. The President has nominated Alice Fisher to replace AAG
Chiristopher Wray. What steps, if any, arc being taken to ensure that during the
transition the important work of NIFLECC does not literally get lost in the shuffle?

ANSWER: The protection of intellectual property rights conlinues to be an imporiant
focus of the Department, both through the aggressive investigation and prosecution of
criminal intellectual property violations, and through the renewed work of the
Diepartment’s Task Force on Intellectual Property. The Administration, through the
Strategy Targeting Organized Piracy (or “STOP!™), has made intellectual property
enforcement a top interagency priority. Given this emphasis on intellectual property
protection, the joint work of the NIPLECC agencies has taken on a new importance and
even has extended bevond the formal NIPLECC process. AAG Wray's replacement will
be fully bricfed on all aspects of intellectual property enforcement and all aspects of
interagency coordination on these issues, including NIPLECC. Given the importance of
intellectual property to the Administration and to the Department, there 15 no chance that
the task of coordinating enforcement will be overlooked in the transition period.
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174. Protecting America’s artists and innovators through strong intellectual
property enforcement is vital lo ensuring that the United States continues (o be the
world leader in intellectual property. In that effort coordination is critical. Pleasc
describe some of the Department’s recent efforts in working with NIPLECC to
coordinate enforcement efforts.

ANSWER: The Department continues Lo work closely with the other agencies in
NIPLECC to ensure that the intellectual property rights of U.S. citizens and cotporations
arc enforced through using the full rangs of appropriate civil, administrative and eriminal
mechanisms, both domestically and abroad. The Department’s domestic crimimal
enforcement efforts benefit from referrals of TP violations through the Commerce
Diepartment’s website al www.StopFakes.gov, and the joint FBIICE Mational Intellectual
Property Rights Coordination Center website at

hittp:/fwww.ice. gov/graphics/cornerstonefipr/, Intermationally, the Department has
continued to assist foreign nations in building the criminal law enforcement capacily to
protect intellectual property. The Department’s success in international capacity building
would not be possible without the financial and logistical assistance of the State
Diepartment, and the subject-matter expertise of other NIPLECC agencies including the
.S, Patent and Trademark Office, DHS Customs and Border Protection and Immigration
and Custorns Fnforcement, The Department will continue to work with all the NIPLECC
agencies to ensure a coordinated response to intellectual property crime by the United
States Government.
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